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Intelligent computing solutions

Agricultural 10T systems have been impacted by the huge growth of new
emerging technologies in 5G, Al, and automation

Intelligent computing solutions are required at the edge network to adapt to this development,
hence our approach/motivation:

Effective local decision making

Precision enhancement of operated agriculture IoT system
|l ncor poration of automatic actwuators |

Propose Intelligent models/solutions based on novel techniques for plant care and disease control
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loT security framework

Agricultural 10T systems are impacted by massive 10T devices, OS variations,
new threats and distributed control

loT frameworks at the edge network should be able to deal with

Different IoT devices, variety OS, new threats and distributed control

Propose a security framework related to IDS based Al/ML/DL
approaches and D2D authentication schemes
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Performance enhancement of agricultural IoT systems

Agricultural 10T systems are practical even in extremely conditions

Actual agriculture loT system at the edge network is required to deal with

Big data produced by massive |oT devices
Increased sensor traffic leading to large amounts of computation

Propose novel model/solution for offloading tasks and preprocessing data
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x Network traffic related to IloT
devices is periodically captured
and analyzed by our security
framework

x We leverage SDN and NFV
technologies to configure the
network and deploy the desired
security monitoring functions for
capturing and analyzing the
suspicious events of 0T devices



