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INTRODUCTION

Predictive maintenance takes data from multiple and varied sources, combines 

it, and uses machine learning techniques to anticipate equipment failure before 

it happens. In the case of operating ICT infrastructures, making sure that ICT 

operation is seamlessly working uninterrupted is part of business continuity 

requirement. A monitoring system is usually used to assist the

 ICT operations using various sensors to enable real-time observation. 

AI and IOT can provide high-level overview of the process involved in setting up 

a predictive maintenance program for any type of high-capital asset, whether 

heavy machinery, fleets of any kind, manufacturing equipment, and ICT 

infrastructure (data center, network operation center, security operation center, 

etc.)
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OBJECTIVES

A smart monitoring system (AI-driven monitoring system) is developed 
as a solution to provide the real-time status reading and a predictive 
indicator of an infrastructure. The key lies in not just simply monitoring 
the various time series data (which is produced by sensors), but in taking 
the next step and employing machine learning algorithms to take action 
from real-time insights.

A classification model is developed to predict the state of the monitoring 
target (working or failure). The sensor readings are fed into the 
classification model to predict whether or not the monitoring target will 
be in failure state in the near future.

Using time series data, it is possible to predict sensor readings using 
Supervised Learning models such as Long Short-Term Memory (LSTM) 
and Gated Recurrent Unit (GRU).
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IOT Sensor Readings 

● Temperature 

● Humidity 

● Voltage

❖ Color indicator/threshold can be attributed to 

each sensor

❖ State of the infrastructure/IT operations 

(working or failure) can be determined based on 

the number of sensor with red indicator  

● Power

● Memory usage 

● etc.
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All kind of IOT sensors 
in ICT operations

Available features include 
temperature, humidity, 
voltage, memory usage, and 
so on. 

Algorithmic Machine Learning Process

Final model can predict 
sensor readings in the future

Initial threshold value for 
each sensor
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Dashboard: AI and IOT Predictive Maintenance
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ICT system with intelligent predictive 
maintenance capabilities will be the 
mainstream in future operations of various 
infrastructures (ICT, manufacturing, 
transportation, maritime industry, etc.)

Combined with ABCD + X technologies (AI, 
Blockchain, Cloud, Big Data), with X such as 
Web3,  communication protocols, sensors 
and embedded systems, and especially the 
5G technology, then AI and IOT can 
accelerate innovations in the development 
of continuous ICT operations.

OUTCOME
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● Given the resources spent on maintenance across industry today, predictive 

maintenance is a critical step in reducing costs, increasing productivity, and - 

ultimately - staying relevant in an era where cutting-edge, data--driven 

businesses are gaining market share. 

● Though the initial cost of implementing a predictive maintenance strategy may 

be steep, companies today are already proving that the returns in increased 

productivity plus reduced costs are a valuable return.

● AI IOT Smart Monitoring System is preliminary Use Case for ICT operation, which 

can be developed through further collaboration among ASEAN partners

CONCLUSION


