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IV. PROJECT REPORT

1) Introduction

Information and communication technology (ICT) is expected to play an increasingly
pivotal role in deepening economic integration and community building across the Asso-
ciation of Southeast Asian Nations (ASEAN), transitioning towards a digitally-enabled
economy that is secure, sustainable, and transformative [1]. This Project considers the
development of connected smart cities for a smart ASEAN society in general and in Viet-
nam in particular. A main driver for smart city development is Industry 4.0, in which ICT
helps connect physical systems to the cyber-world, thereby enabling supply chain market
more efficient, agile, and customer-focused. However, cyber-security risks become a key
concern due to open systems with IP addresses, creating more avenues for cyber-attacks.

This Project aims to provide tools to enhance cyber-security in Industry 4.0, con-
tributing to the enhancement of information reliability for smart society. In particular, it
will develop (i) an innovative method to detect cyber-security threats in Industry 4.0 using
advanced deep learning technology, (ii) an unprecedented framework to protect massive
Industry 4.0 data from cyber-attacks using blockchain technology, and (iii) novel security
solutions at the physical interface of information transmission using physical-layer security
technology. To do this, we implement the following tasks to achieve the above objectives.

The project has 7 research tasks, as follows:

1. Task 1: Analyze and identify potential cyber-security risks in Industry 4.0.

2. Task 2: Develop an innovative risk assessment model to quantify the risks in In-
dustry 4.0.

3. Task 3: Implement an online web reference service listing and ranking the risks in
Industry 4.0.

4. Task 4: Develop and implement an innovative method to detect and isolate cyber-
security attacks using deep learning.

5. Task 5: Develop an unprecedented data securing method using blockchain technol-
ogy.

6. Task 6: Develop receiver-based friendly jamming and collaborative beamforming
methods to safeguard sensors/actuators.

7. Task 7: Implement and evaluate performance of the proposed blockchain applica-
tion on a real testbed.
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To implement the above tasks, we have addressed 5 research problems, as follows:

1. Problem 1: Framework for Cyber Risk Assessment for Industry 4.0 and Recom-
mendations for Vietnam (for Tasks 1, 2, 3)

Industry 4.0 encompasses smart manufacturing and Internet of Things, which has
brought huge benefits to a wide range of industries. This development, however,
has raised more cyber security risks for both Information Technology (IT) and Op-
erational Technology (OT) systems. In this work, potential cyber vulnerabilities
and threats in manufacturing in Industry 4.0 are briefly reviewed based on the
architecture and operating principle of the manufacturing system in Industry 4.0.
Criteria for cyber risk assessment for both IT and OT are reviewed via different
standards. We then provide recommendations for cyber risk assessment and discuss
a new framework for IT/OT risk assessment in Vietnam.

2. Problem 2: Collaborative Learning Model for Cyberattack Detection Systems in
IoT Networks (for Task 4)

Federated Learning (FL) has recently become an effective approach for cyberattack
detection systems, especially in Internet-of-Things (IoT) networks. By distributing
the learning process across IoT gateways, FL can improve learning efficiency, reduce
communication overheads and enhance privacy for cyberattack detection systems.
However, one of the biggest challenges for deploying FL in IoT networks is the un-
availability of labeled data and dissimilarity of data features for training. In this
work, we propose a novel collaborative learning framework that leverages Trans-
fer Learning (TL) to overcome these challenges. Particularly, we develop a novel
collaborative learning approach that enables a target network with unlabeled data
to effectively and quickly learn “knowledge” from a source network that possesses
abundant labeled data. It is important that the state-of-the-art studies require the
participated datasets of networks to have the same features, thus limiting the effi-
ciency, flexibility as well as scalability of intrusion detection systems. However, our
proposed framework can address these problems by exchanging the learning “knowl-
edge” among various deep learning models, even when their datasets have different
features. Extensive experiments on recent real-world cybersecurity datasets show
that the proposed framework can improve more than 40% as compared to the state-
of-the-art deep learning based approaches.

3. Problem 3: Framework of Private Ethereum Blockchain Networks for Smart Grid
(for Task 5)

A smart grid is an important application in Industry 4.0 with a lot of new tech-
nologies and equipment working together. Hence, sensitive data stored in the smart
grid is vulnerable to malicious modification and theft. This work proposes a frame-
work to build a smart grid based on a highly effective private Ethereum network.
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Our framework provides a real smart grid that includes modern hardware and a
smart contract to secure data in the blockchain network. To obtain high through-
put but a low uncle rate, the difficult calculation method used in the mining process
of the Ethereum consensus mechanism is modified to adapt to the practical smart
grid setup. The performance in terms of throughput and latency are evaluated
by simulation and verified by the real smart grid setup. The enhanced private
Ethereum-based smart grid has significantly better performance than the public
one. Moreover, this framework can be applied to any system used to store data in
the Ethereum network.

4. Problem 4: Learning-based Friendly Jamming with Imperfect CSI for Security in
MIMO Wiretap Channel (for Task 6)

Using deep learning in communication has been a topic of interest recently. This
work proposes a learning-based friendly jamming (FJ) method to secure commu-
nication in MIMO wiretap channels. This method is applicable for IoT security
due to its low computational complexity at the receivers. Firstly, we introduce
the autoencoder-based communication with FJ to guarantee secrecy. Unlike the
previous works that require perfect channel state information (CSI) of legitimate
channels at the transmitter, we can rely on the generalisation characteristic of neu-
ral networks to construct a robust FJ method in case of imperfect CSI. Secondly, we
leverage FJ based on mutual information neural estimation (MINE) to demonstrate
that it is possible to achieve a comparable security performance with the conven-
tional FJ method without CSI. The proposed security schemes can combine MIMO
security and detection tasks into a single end-to-end learning process, maximizing
throughput and minimizing block error rate.

5. Problem 5: Collaborative Learning for Cyberattack Detection in Blockchain Net-
works (for Task 7)

This work aims to study intrusion attacks and then develop a novel cyberattack
detection framework for blockchain networks. Specifically, we first design and im-
plement a blockchain network in our laboratory. This blockchain network will serve
two purposes, i.e., to generate the real traffic data (including both normal data
and attack data) for our learning models and implement real-time experiments to
evaluate the performance of our proposed intrusion detection framework. To the
best of our knowledge, this is the first dataset that is synthesized in a laboratory
for cyberattacks in a blockchain network. We then propose a novel collaborative
learning model that allows efficient deployment in the blockchain network to de-
tect attacks. The main idea of the proposed learning model is to enable blockchain
nodes to actively collect data, share the knowledge learned from its data, and then
exchange the knowledge with other blockchain nodes in the network. In this way, we
can not only leverage the knowledge from all the nodes in the network but also do
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not need to gather all raw data for training at a centralized node like conventional
centralized learning solutions. Such a framework can also avoid the risk of exposing
local data’s privacy as well as the excessive network overhead/congestion. Both
intensive simulations and real-time experiments clearly show that our proposed col-
laborative learning-based intrusion detection framework can achieve an accuracy of
up to 97.7% in detecting attacks.

2) Project Activities

(1) Development and Implementation

In what follows, we will describe the development and implementation of the above-
mentioned five research problems.
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PROBLEM 1: New Framework for Cyber Risk Assessment for
Industry 4.0

Introduction

Industry 4.0 has made advancements to manufacturing in optimizing supply chains
and assets, analyzing and predicting maintenance problems by applying new technologies
such as Internet-of-Things (IoT) and cloud computing [2].

Such developments, however, face an increase in cyber attacks (CBAs) since manu-
facturing systems are exposed to the Internet; also, new types of CBAs appear.

It was estimated that CBAs cost the global economy up to 400 billion USD a year [3].
For smart manufacturing, CBAs are even more severe since it would lead to system failure.
Therefore, organizations should pay more attention to cyber risk management to mitigate
the consequence of CBAs.

Cyber risks assessment (RAS) has an important role in cyber risk management,
which helps a security system to make accurate decision on risk treatment. Outcomes of
an RAS process are determined based on vulnerabilities, threats, and assets. According to
ISO/IEC 27005:2008 [4], a vulnerability is a weakness or hole of a security program that
threats can exploit to gain illegitimate access to the assets of an organization. A threat
is identified as what impact each vulnerability will have on the assets. Threats may
arise from objective or subjective reasons and be intentional or unintentional attacks.
Risks refer to potential consequences when threats can cause damage to the assets of
an organization.

Typically, a manufacturer consists of information technology (IT) and operational
technology (OT) systems. The former consists of computers and telecommunication for
storing, recovering, transmitting, manipulating, protecting data or information, and ex-
changing data among different organizations. The latter is defined as a system of software
and hardware to manage/monitor physical devices, machines, as well as processes and
product segments in the operation of an enterprise [5].

Numerous international standards and frameworks have been developed for RAS.
For examples, NIST SP 800-30 and ISO/IEC 27001:2005 for IT are published by the
National Institute of Standards and Technology (NIST) and the International Standards
Organization (ISO), respectively. For OT, ISA/IEC 62443 series is jointly published by
the International Society for Automation (ISA) and the International Electrotechnical
Commission (IEC). It presents a process-based approach for deploying, implementing,
operating, and maintaining security.

Previous studies propose practical approaches and models for RAS of IT [6, 7], of
OT [8, 9], and of IoT [10]. However, they looked at RAS for IT, OT, and IoT separately
and did not consider new vulnerabilities, threats, and assets (VTA) in Industry 4.0.
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Further, existing RAS frameworks have been created in each organizational perime-
ter [11]. They mainly deal with information security [12] and are based on antivirus
software, firewall, intrusion detection, and malware protection tools to detect vulnerabil-
ities and corresponding threats at the entry of the perimeter. However, the boundaries
between the physical world and the cyber world, and among companies are blurred when
IoT is applied in Industry 4.0. Data and intellectual property is now shared on the In-
ternet across partner companies. Also, IT and OT networks can be accessed from many
points via smart sensors, IoT devices, and clouds. Hence, the existing RAS frameworks
may not be sufficient and need to be upgraded.

The contributions of this work are as follows:

• We provide a brief review of methodologies and existing standards used for cyber
RAS, primarily focusing on OT and recommendations for improving Cyber RAS for
IT and OT systems in Industry 4.0 in Vietnam.

• We propose a possible framework for IIoT risk assessment in Vietnam. The proposed
framework considers IT, OT, and IIoT system. We build an experiment that sim-
ulates an IIoT network and compare with several existing frameworks. The results
show that our method gives the same severity level as OWASP.

Architecture, Operating Principle, Vulnerabilities and Threats of
Manufacturing in Industry 4.0

This section will discuss the architecture and operating principles of manufacturing.
It is the basis for determining vulnerabilities and threats in Industry 4.0.

Architecture and Operating Principle

A manufacturing system in Industry 4.0 combines a cyber-physical system (CPS)
with IoT technology. A cybersystem represents entities and functions related to IT,
while physical systems include production processes and applications. CPS combines IoT
technology in production processes and other services [13].

The architecture of a CPS in Industry 4.0 is illustrated in Figure 1 [14]. In the
architecture, sensor networks connect directly to the Internet. The interconnection of
sensors and actuators, and computing provide the ability to collect raw data from a real-
world environment via sensors and exchange the data across platforms for analysis and
processing. Monitoring, planning, and controlling can be performed via the Internet.
A large amount of collected data from sensor networks can be used to predict issues of
maintenance and improve productivity and risk management by giving back control data
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to the physical world [15]. That process will provide a self-optimizing capability of the
system.

The operation principle of a manufacturing system in Industry 4.0 is illustrated in
the workflow in Figure 2 [16]. The figure illustrates the whole process of production with
supportive technologies such as robotics, cloud computing, data analytics, IoT, and smart
sensors. Communication technologies for exchanging data from sensors to clouds, such
as OPC-UA [18], wireless sensor networks, and Web services, maintain the communica-
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tion between humans and machines. The production process is operated by IT and OT
systems. From designing to the production stage, data are stored and exchanged via the
Internet for processing by cloud computing.

Vulnerabilities and Threats of IT Systems

The advancements of the Internet and the IoT Internet have made an impact on IT
systems in Industry 4.0 in terms of cyber threats. Some main types of threats are grouped
in Table 2. Firstly, when most of the devices can connect to the Internet, IT systems have
to face cyber attacks more frequently. However, operating systems and software used to
operate hardware may no longer be supported because factories rarely stop operations
to upgrade IT systems. Hence, the system cannot be maintained and supported and
could be exploited by old variants of network malware. Secondly, autorun.inf related
cyber risks have been detected significantly in manufacturing as compared to in other
industries. The common practice of using USB drives to copy and transfer information
between computers and networks could be an ideal way of malware propagation, e.g.,
Stunex. Thirdly, companies and technical teams now tend to use clouds to share their
work. Hackers can perform targeted campaigns that aim to steal intellectual property or
critical information. Potential threats come from insecure clouds [19].
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Vulnerabilities and Threats of OT Systems

The main vulnerabilities and threats of OT systems are presented in Table 3.
Human-machine interfaces (HMIs) allow operators and engineers to monitor and con-
trol the equipment while programmable logic controllers are used to program logic into
several pieces of equipment. However, industrial malware can access HMIs when exchang-
ing data via the Internet or the USB. Figure 3 illustrates an example of the OT system
in Industry 4.0 with threats from an attacker. OT devices and industrial control systems
(ICS) can connect to the Internet using Web-based protocols [20], increasing the possi-
bility of cyber attacks. Most attacks have exploited insecure communications between
hardware and software of OT systems. A hacker can access the network and perform an
interception to steal data and manipulate the system.

Vulnerabilities and Threats of IoT Systems

While IIoT and Industry 4.0 are separate concepts, they should not be viewed that
way when introducing greater efficiency and automation in manufacturing [21]. From
the reference model of the open systems interconnection (OSI), an IoT system contains
perception/physical, network, service, and application layers [14]. Thereby, cyber threats
will be examined from each layer. In the perception layer, unauthorized access is the most
concern because hackers can use malicious sensors or unauthorized IoT devices to gain
information exchanging among the entities of the system. Attackers can manipulate the
system from the received data, makes it stop working, or damage them. In the network
layer, threats include Denial of Services (DoS), routing, man-in-the-middle attacks, and
data breaches. In the service layer, attackers mainly use malicious information to manip-
ulate users, which can be seen in spoofing or phishing attacks. They try to get user or
system information by pretending to be legitimate businesses or partners. The applica-
tion layer is the layer closest to users and faces numerous attack interfaces. Attackers can
exploit poor security applications through the HMI connecting internet interface. They
can perform malicious code injection, illegitimate configuration, and phishing attacks.

From the IIoT perspective, previous works propose different layers for IIoT [22–24].
In [24], the authors classified the IoT network into five layers including business layer,
application layer, middleware layer, network layer and perception layer. These layers can

Table 2: Common threats in IT systems

Vulnerabilities IT Threats
Long replacement cycle in operating system Old variant malware
Software is no longer be supported Pervasiveness of network worms
Using USB drives to copy and transfer information Auto-run
The importance of industry Targeted campaigns
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Table 3: Common threats in OT systems

Vulnerabilities OT Threats
Modern Human-Machine Interfaces (HMIs) expose to
the Internet

Unauthorized tampering

Manufacturing equipment is not designed with security Industrial malware
Insecure communications from sub-systems to higher-
level systems

Illegitimate reconfigure sub-
systems

Data breach from IT systems to ICS devices Malware targeting ICS
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Figure 4: Architecture of the IIoT network.

cover nearly all purposes and technical architecture of IoT as well as IIoT networks. In
this work, we focus on the following three layers of an IIoT network: perception, edge,
and cloud/data, as described in Figure 4.

• Perception layer: This layer includes an enormous number of sensors, cameras,
controllers, and smart devices. These devices play a crucial role in an IIoT system by
collecting information from the system and the environment such as temperature,
humidity, power, and state, as well as executing the decision from other layers.
Through these devices, the other layers can have information about the working
system and perform analysis to find out the abnormal behavior of the system and
make decisions. The decisions are then sent back to these layers to be implemented.

• Edge layer: This layer, as the edge gateway, receives and collects data from the
perception layer. It also can perform some slightly additional functions such as edge
analysis, storage, data aggregation, or making quick decisions for some authorized
tasks.

• Cloud and data layer: This layer is the heart of an IIoT system. The functions
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of this layer are management, processing, and monitoring of a large amount of data
collected from the perception layer. In addition, this layer applies novel technolo-
gies, e.g., machine learning to learn the historical data and then predict or identify
abnormal behaviors in the network. After analysis, the data are also stored in the
storage system of this layer.

Cyber Risk Assessment

RAS Methodologies

An RAS process contains two steps: risks analysis and risks evaluation [25]. The
former uses information systems to identify sources and estimate risks. The latter com-
pares the estimated risks with an acceptable risk level to determine the severity of the
risks (ISO/IEC 27001:2013). Hence, RAS is a non-trivial task since it involves all kinds
of platforms, operating systems, application programs, networks, people, processes, and
inter-dependencies. Based on the analysis of the scenario and the target of the organi-
zation in assessing risks, cyber risks can be evaluated in the main approaches as seen in
Table 4. Among them, appraisement is widely used in organizations. It is divided into
three categories (quantitative, qualitative, and hybrid) as presented in Table 5.

RAS for IT

There is a wide range of laws and regulations worldwide to manage and assess cyber
risks, including NIST and ISO/IEC 27001. NIST Cyber Security Framework (CSF) and
NIST Risk Management Framework (RMF) were created to acknowledge and standardize
specific controls and processes. ISO/IEC 27001 is widely used for managing information
security. It outlines a method for performing an information security management system
(ISMS) of an organization and then certifies the method. It also introduces general secu-
rity techniques that help governments and organizations solve problems of information se-
curity. Both ISO and NIST standards are created for ISMS and RAS from different aspects
and involve different scopes, as demonstrated in Table 6 [26], where ISO/IEC 27001:2005
and NIST SP 800-30r1 are the two frameworks that provide guidance for RAS.

Table 4: Risks evaluation approaches

Appraisement Perspective Resource
Valuation

Risk
Measurement

Quantitative Asset-driven Vertical View Non-Propagated
Qualitative Service-driven Horizontal View Propagated
Hybrid Business-driven
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Table 5: Appraisement: quantitative, qualitative, and hybrid

Methods Advantages Disadvantages
Quantitative: (monetary
value or percentages)
Inputs and outputs can
be monetary and non-
monetary

(i) The levels of estimated
risks can be identified in
monetary terms; (ii) The
levels of estimated risks
can be illustrated in nu-
merical results

(i) Difficult to estimate
probabilities of threats;
(ii) Expensive and time-
consuming since the cal-
culation of risks level will
take much time to monitor
and record the events

Qualitative: (non-
numerical methods)
Inputs and outputs are
linguistic and range or
rank variables respectively

(i) Threat likelihood in-
formation may not be re-
quired; (ii) Can perform
quickly; (iii) Cost effective;
(iv) Risk assessment can
be performed by operators
that not are experts on se-
curity or computers

(i) Monetary and probabil-
ities are not achieved; (ii)
Lack of sufficient measur-
able detail; (iii) Highly de-
pend on the knowledge of
operators and may not ac-
curate

Hybrid (NIST SP 800-
30r1): Using both quanti-
tative and qualitative

Flexibility

RAS for OT

The difference between RAS for OT systems compared to RAS for IT systems can
be seen in information assets, in which RAS is evaluated in terms of confidentiality (C),
integrity (I), and availability (A) measures. Though criteria of information security in
OT and IT systems include confidentiality, integrity and availability altogether, these
measures are not given the same priority, as illustrated in Figure 5 [26].

The IT system considers confidentiality the most important in the group of the
three measures. In contrast, the OT system complements control and prioritizes control
and availability. Their order in IT systems is CIA (confidentiality, integrity and avail-
ability) while in OT systems is CAIC (control, availability, integrity and confidentiality),
respectively. That difference will significantly affect the cyber security frameworks.

The ISA/IEC 62443 standards, first created by ISA and then developed by IEC, deal
with security issues unique to OT systems and specifically for ICS. It consists of four main
areas: general basics, operators and service providers, requirements for automation sys-
tems, and automation component requirements. ISA/IEC 62443 and ISO 27001 standards
have some similarities in contents related to policies such as management commitments
and organization responsibilities.

Figure 6 illustrates the frameworks and standards that adapt to the IT and OT
environments. The arrow from the left to right presents the decrease in the levels of
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Table 6: NIST and ISO Comparison

NIST ISO 27001
First intent built to help the United States of
American organizations manage risks

Internationally recognized approach for ISMS

Three key components: core, implementation
tiers, and profiles with categories

Not focus on details of technical methods, con-
centrate on ISMS and provide recommenda-
tions

Control catalogs, 5 functions, 21 categories, and
78 subcategories

Annex A has 14 Control Domains, with 114 to-
tal controls

Voluntary, self-certification mechanism, and
not certifiable

Relies on independent audit and certification
bodies

IT | CIA OT | CAIC

Confidentiality Control

Integrity vs Availability

Availability Integrity

Confidentiality

Figure 5: Different priorities of OT and IT in terms of cyber security.

confidentiality, where the ISA/IEC 62443 standards are considered as “made for OT”,
such as standard IEC 62443-3-2 suggests is the guidance of RAS for system design. There
are frameworks used for risks managements for OT systems and ICS that are included in
NIST, such as NIST Special Publication 800-82 R2.

Vietnamese Standards for Cyber RAS

Vietnamese agencies and organizations implement information security risk man-
agement that is based on the following principles (stated in standard TCVN 10295:2014):

1. Risk management must be conducted regularly and continuously in accordance with
the regulations, policies, processes, and procedures to ensure the information secu-
rity of agencies and organizations;

2. Risk treatment should be conduct feasibility and guarantee the balance between the
cost and the efficiency.

3. Decentralize risk, and avoid transferring the risk to reduce the consequences.

Measures for ISMS and RAS are promulgated by the Authority of Information Secu-
rity (AIS) based on the ISO/IEC 27005:2011 framework, the deployment of the ISO/IEC
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Figure 7: Recommendation of RAS for IT and OT systems.

27001. Vietnam’s National Standards for Cybersecurity (VSC) and their corresponding
ISO standards are presented in Table 7. Since VSC is based on ISO/IEC 27001, they
are mainly applied to IT systems. Regarding RAS, there are several standards for IT
systems but none for OT systems. RAS for OT needs to be consulted by the government
or experts in that area. The information security for ICS is only mentioned in Circular
03/2017/TT-BTTTT of the Ministry of Information and Communications of Vietnam.

VSC standards for securing OT systems should be established in a systematical and
synchronous way, among organizations, assurances, governance, and technical measures.

Recommendations for Cyber RAS for IT and OT systems in Viet-
nam

In this part, we provide recommendations for RAS for IT and OT systems that are
illustrated in Figure 7. For IT systems, the system assets are evaluated based on the
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Table 7: Vietnam National Standards for Cybersecurity and corresponding ISO standards

Vietnam National Standards ISO
TCVN ISO/IEC
27001:2009

ISO/IEC 27001:2005 – IT - ISMS - Requirements

TCVN ISO/IEC ISO/IEC 27002:2005 – IT - Security techniques - Code of practice for
ISMS

TCVN 10295:2014 ISO/IEC 27005:2011 – IT - Security techniques - ISMS
TCVN 8709-1:2011 ISO/IEC 15408-1:2008 – IT - Security Techniques - Part 1
TCVN 8709-2:2011 ISO/IEC 15408-2:2008 – IT - Security Techniques - Part 2
TCVN 8709-3:2011 ISO/IEC 15408-1:2008 – IT - Security Techniques - Part 3
TCVN 11386: 2016 ISO/IEC 18045:2008 – IT - Security techniques - Methodology for IT

security evaluation
TCVN 11930:2017 NIST SP 800-53r4 – IT - Basic requirements for security information

system according to security levels
TCVN ISO/IEC
27002:2020

ISO/IEC 27002:2013 – IT - Security techniques - Code of practice

TCVN ISO/IEC
27002:2020

ISO/IEC 27002:2013 – IT - Security techniques - Code of practice

TCVN 10295:2014 ISO/IEC 27005:2011 – IT - Security techniques - Information security
risk management

TCVN 11239:2015 ISO/IEC 27035:2011 – IT - Security techniques - Information security
incident management

security measures of C, I and A mentioned above, representing the importance and the
necessity of the information levels of each organization. For example, the values of C, I,
and A are 4, 3, and 2, respectively. The total value of the asset is the sum of those values,
which is 9. The organization should follow Decree 85/2016/ND-CP of the government to
determine the level of the IT system and the corresponding values of C, I and A. The
vulnerabilities of the system can be detected by a scanner or set of questionnaires. The
questionnaires are established based on RAS for IT following TCVN 10295:2014 (ISO/IEC
27005:2011).

For OT systems, since the priority levels are CAIC or AIC, the measures of assets
need to be re-evaluated as abovementioned. The organization should follow the guidance
of RAS for OT, such as ISA/IEC 62443-3-2 or NIST 822-82, to build practical question-
naires or checklists for determining the vulnerabilities. Measuring risks can be conducted
by a scoring system such as the Common Vulnerability Scoring System (CVSS) [27]. The
estimated risk is compared with the acceptance risks, which are defined by the organiza-
tion or by referring to scoring systems such as the Common Vulnerabilities and Exposures
(CVE) database [28]. Consequently, the levels of risks, such as low or high, are given and
demonstrated on a heat map table or table of the levels.

Proposed RAS framework in Vietnam

In this section, we propose a new RAS framework for IT, OT and IIoT systems. For
simplicity of scanning cybersecurity for the end-user IT devices, we build an open-source
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Table 8: OWASP scoring system

Overall Risk Severity

Impact

High Medium High Critical
Medium Low Medium High

Low Note Low Medium
Low Medium High

Likelihood

VSC-based Questions

RAS:  
interface 

IT devices' info

OT administrators

UET.SoC  
vScanner IT risks reports
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RAS: results & 
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Figure 8: Proposed framework for RAS of IIoT.

Web application namely RASVN. Our application provides a high-end framework to scan
IT risks and a set of TCVN-based questions about OT risks. The architecture is shown
in Figure 8.

In detail, each device in the IoT system is scanned for IT risks by the proposed
system namely UET.SoC in [7] to get a single report. Our proposed system uses vScanner
software to scan the vulnerability of IT devices. This software uses the data of the list
of vulnerabilities and exposures from CVE security vulnerability database [28], which
uses CVSS [27] to mark the scoring system. CVSS is a well-known scoring system which
classifies the vulnerabilities based on the severity levels of the heat map ranging from 0
as lowest to 10 as highest, as given in Table 9. To quantify the severity levels of the
heat map, CVSS uses exploitability and impact measures including confidentiality (C),
integrity (I), and availability (A) to identify the base score as follows [29]:

Severity_level = 1− [1− A] ∗ [1− I] ∗ [1− C]. (1)

As described in Figure 4, the IIoT systems include a large number of IT devices

16 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

Table 9: CVSS Scoring system

Score ranges Level
0.0 - 3.9 Low
3.9 - 6.9 Medium
7.0 - 10.0 High

which perform different tasks in the network. The result from scanning these IT devices
provides weights for individual IT devices. The weight of an IT device is indicated by
the number of other devices which are affected when this IT device is under attacks. For
example, a device at the edge layer which is a gateway for four sensors at the perception
layer will have the weight of 4. A device is responsible for more devices will have higher
points because they have more data and affect the IIoT system more seriously. In the
proposed method, the severity level is accompanied to the weight of the devices:

Device_severity = Severity_level ∗Device_weight. (2)

The total risk of the IT system can then be calculated as

IT_severity =

∑
Device_severity∑

weight
. (3)

Table 10 summarizes our proposed set of question to evaluate OT systems. These
questions provide guidance on how to secure ICS. It follows NIST SP-800-82-r2, including
Supervisory Control and Data (SCADA) systems, distributed control systems, and other
control system configurations such as PLC, while addressing their unique performance,
reliability, and safety requirements. The standard provides an overview of ICS and typi-
cal system topologies, identifies typical threats and vulnerabilities to these systems, and
provides recommended security countermeasures to mitigate the associated risks.

The level of risks of an OT system after having the answers of all questions are
shown in Table 10. Each question is represented for a vulnerability of OT systems. Thus,
the number of unanswered questions or questions with “No” as answer are described as
flaws of the system. From these flaws, the risk of the OT system is determined as

OT_severity =
Qtotal −Qyes

Qtotal

, (4)

where Qtotal is the total number of questions and Qyes is the number of “Yes” answers.
After that, we map the result to the CVSS scoring system to find the severity level of the
OT system.

IT and OT systems can play an equal role for the security of IIoT systems [30].
Having obtained RAS for the IT and OT systems above, we can now calculate the total
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Table 10: Proposed set of questions used for determining vulnerabilities of OT systems.

Group Number of questions
Access Control 8
Account Management 2
Communication Protection 35
Continuity 6
Environmental Security 10
Incident Response 1
Personnel 4
Physical Security 36
Portable/Mobile/Wireless 3
Remote Access Control 2
Software 1
System Integrity 4
System Protection 4
Training 1

severity of the complete IIoT systems by

Total_severity =
IT_severity +OT_severity

2
. (5)

Results

Proposed method

Next, we present our results in evaluating the cybersecurity risks of IT, OT, and
IIoT systems. To evaluate the results of our proposed method, we build an experiment
that simulates a real IIoT system as in Figure 9. In this experiment, there are 8 sensors at
the perception layer, 2 IoT gateways at the edge layer, and 2 servers at the cloud and data
layer. Each IoT gateway connects with 4 sensors by different industrial communication
standards. The servers can connect with each other by a network, e.g., blockchain or
local area network. This system is set up to work as a real IIoT system with real-time
monitoring. After setting up the system, we assess the risk of this system by our proposed
method and compare it with other state-of-the-art methods, i.e., CVSS and OWASP.

To assess the IT system, we first need to scan the vulnerabilities of all configurable
devices in our network. However, most of the sensors are purely physical devices, they
can not be scanned to find vulnerabilities. Thus, we scan the following devices in different
layers to find the vulnerabilities: a BeagleBone wireless module, two IoT gateways and
two servers. The risk scoring and the number of slave devices for each IT device are
described in Table 11. From Equations 2 and 3, we found a the risk level of 5.9, which is
medium, according to CVSS.
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Figure 9: Our experimental model to simulate a real IIoT system.

Table 11: Risk scoring for IT devices

IT Devices Risk
scoring

Number of
slave devices

Server 1 7.5 5
Server 2 0 5
IoT Gateway CPS200 RE 4.9 4
IoT Gateway Adlink 212 9 4
BeagleBone Wireless 9.3 1

To assess the OT system, we first need to answer a list of OT security questions
in detail. Each question identifies a risk of an OT system. In our experimental system,
after carefully checking each question, we identified a risk of 7.4, which is high according
to CVSS.

Finally, the total risk can be identified by Equation (5). In our experimental system,
we obtained a total risk of 6.65, which is medium, according to CVSS.

RAS by CVSS

The CVSS scoring system assesses the risks of a system based on three parts: base
metrics, temporal metrics, and environmental metrics. The base metrics evaluate the
internal system quality facing vulnerability, the temporal metrics evaluate the evolution
characteristics over the lifetime of vulnerability, and the environmental metrics evaluate
the vulnerability based on the environment or implementation. An example of using
CVSS to assess the risk of a system is described in Figure 10.

We use CVSS as a baseline to compare with our RAS framework. The results of
CVSS scoring are described in Table 12. With these results, our experimental IIoT system

19 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

Figure 10: An example of CVSS risk evaluation.

Table 12: CVSS results from our system

Base Temporal Environmental
Score 8.3 7.7 7.7
Level High High High

identified the risk as high. It can be seen that CVSS rates our experimental system with
a higher level of risk, in comparison with our proposed method. However, as described in
the previous section, CVSS includes some common questions, and thus it is difficult for
CVSS to understand the specified IT, and OT systems of the overall IIoT system, unlike
our proposed method.

RAS OWASP

Unlike CVSS, OWASP [31] uses likelihood and impact scores to assess the risks of the
system. While the likelihood score gives an estimate of a successful attack from a group of
attackers, the impact score gives the impact of an attack on technical and business factors.
The likelihood and impact scores are categorized into three levels corresponding to the
severity of a system, namely low, medium, and high. The answers to the corresponding
questions and the results of OWASP are presented in Figure 11. The risk levels are
determined by combining the levels of impact and likelihood, as seen in Table 8. Figure 11
also provides the results of the likelihood score of 5.25 (medium) and impact score of 4.875
(medium) of our system. The risk level of our system was assessed as medium, according
to Table 8. Thus, it can be seen that our proposed method provides a similar risk severity
as OWASP, even if our proposed method focuses on the IT and OT systems for an IIoT
network.

Risk assessment web-service for Vietnam

A risk assessment web-service1 for Vietnam (RASVN) is built based on the proposed
framework as abovementioned. Figure 12 shows the sequence diagram of RASVN, which

1http://rasvn.systems
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Figure 11: The evaluation results obtained by OWASP.

includes three objects: the website interface (front-end), the UET.SoC vScanner, and the
website back-end.

In detail, the users need to provide RASVN with some identifying information (e.g.,
name, email), information on IT devices in the user system (e.g., public IP address,
number of slave devices), and answer a list of OT questions. The rest of the processes are
all automated, i.e., RASVN will create new scanning tasks on UET.SoC system based on
IT devices’ information. After the UET.SoC system has scanned all devices and reported
IT risks of the devices, the RASVN back-end gets and sends them together with OT
answers to the user interface. At the RASVN web interface, the IT and OT severity levels
are used to calculate the total risk of the overall IIoT system. Finally, RASVN visualizes
RAS results of the user system. Moreover, the full report is in raw type, which includes
all detailed results of the RAS session, being available for download.

An example of results of RASVN is shown in Figure 13. Since we do not have
enough public IPv4 addresses, we only assessed risks in the edge and perception layers
of our experimental model as shown in Figure 9 (with an IoT Gateway CPS200RE, an
IoT Gateway Adlink 212, a BeagleBone Wireless, and the other unscannable IoT de-
vices/sensors). The first three devices were scanned to produce IT risk report. 117 OT
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Figure 12: Sequence diagram of RA web-service for Vietnam.

questions are then answered, as shown in Table 13, for the OT risk report. In Figure 13(a)
and 13(b), the IT score of each device and OT score for each device are visualized side
by side; this helps users compare and find out the risky device/OT area. The final score
results of the system are given in Figure 13(c), in which the IT, OT, and Overall risk
scores are 7.2, 7.3, and 7.3, respectively. All of them are at the high level of risk. Users
may then download our detailed report to check and treat system vulnerabilities.

Conclusion

This work has provided an overview of potential cyber risks in Industry 4.0. We
also review some standards for RAS in IT and OT systems. The cyber security standards
used in Vietnam and their corresponding ISO and NIST standards are also showed in this
work. Further, we recommend an approach for RAS and give a possible framework of
RAS for OT systems. Finally, we propose a new framework for RAS in an IIoT system
that can provide the total risk level of the system.

For future study, we realize that some issues need to be investigated related to RAS
in Industry 4.0. Firstly, although vulnerabilities can be detected online, most of the
existing RAS approaches or frameworks are conducted offline. It is difficult to deal with
real-time processing that requires a dynamic risk assessment. Secondly, probabilities of
given threats only hold with frequent attacks but may not hold with new types of threats
or threats that rarely happen. Thus, the results of RAS will not be accurate. Lastly,
acceptance risk levels in each organization are different, and they highly depend on their
scale and function. Finding the scheme to determine the suitable acceptance risk levels
is essential.
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(a) IT score of each device

(b) OT score for each question group

(c) Overall scoring risk assessment

Figure 13: An example of risk assessment result using RA web-service for Vietnam.

Table 13: Risk assessment web-service for Vietnam: OT questions

No. ID in
CSET

Group Question

1 239 Access Control Are periodic reviews conducted of existing authorized physical
and electronic access permissions to ensure they are current?

2 245 Access Control Do electronic monitoring mechanisms alert system personnel
when unauthorized access or an emergency occurs?

3 248 Access Control Does the system enforce assigned authorizations for controlling
electronic access to the system?

4 249 Access Control Are access control policies and associated access mechanisms
to control access to the system?
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5 258 Access Control Is a device verified against a pre-defined list of authorized de-
vices before a connection is established? (e.g., Active Directory
policy or firewall rules.)

6 259 Access Control Does the system authenticate devices before establishing re-
mote network connections using bi-directional authentication
between devices that are cryptographically based?

7 263 Access Control If your authentication encryption module fails can you still au-
thenticate without creating a denial of service that impacts
operational performance of system?

8 279 Access Control Does the system prevent further access to the system by initi-
ating a session lock after a defined time period of inactivity or
a user initiated session lock?

9 226 Account Man-
agement

Are users required to take, and devices implement, specific mea-
sures to safeguard authenticators?

10 230 Account Man-
agement

Are unique authenticators required to be provided by vendors
and manufacturers of system components?

11 384 Communication
Protection

Do the system components separate telemetry/data acquisition
services from management port functionality?

12 391 Communication
Protection

Is the unauthorized release of information outside the system
boundary or any unauthorized communication through the sys-
tem boundary prevented when an operational failure occurs of
the boundary protection mechanisms?

13 395 Communication
Protection

Does the system prevent remote devices that have established
connections (e.g., PLC, remote laptops) with the system from
communicating outside that communications path with re-
sources on uncontrolled/unauthorized networks?

14 398 Communication
Protection

Have you evaluated the latency issues introduced by the use of
cryptographic mechanisms to ensure that they do not impact
operational performance?

15 406 Communication
Protection

Are collaborative computing devices (e.g., video and audio con-
ferencing) restricted on your control system network?

16 407 Communication
Protection

Are collaborative computing devices disconnected and powered
down when not in use?

17 409 Communication
Protection

Are collaborative computing devices disabled or removed from
systems in secure work areas?

18 410 Communication
Protection

Does the system reliably associate security labels and markings
with information exchanged between the enterprise systems and
the control system?

19 413 Communication
Protection

Is the use of VoIP authorized, monitored, and controlled?

20 416 Communication
Protection

Are the system devices that collectively provide name/address
resolution services for an organization fault tolerant?

21 417 Communication
Protection

Does the use of secure name/address resolution services avoid
adverse impacts to the operational performance of the system?

22 427 Communication
Protection

Does the system enforce dynamic information flow control
based on changing conditions or operational considerations?
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23 431 Communication
Protection

Does the system enforce defined one-way flows using hardware
mechanisms (i.e., data diode)?

24 437 Communication
Protection

Are automated or manual mechanisms (e.g., roles and respon-
sibilities as defined by Active Directory) used as required to
assist authorizing users in making the correct information shar-
ing/collaboration decisions?

25 439 Communication
Protection

Are communications limited to only the devices that need to
communicate?

26 524 Configuration
Management

Is the delivery and removal of system components limited, au-
thorized, and recorded?

27 529 Configuration
Management

Is there an inventory of systems and critical components and is
it maintained?

28 534 Configuration
Management

Is a baseline configuration for the development and test environ-
ments maintained and managed separately from the operational
baseline?

29 540 Configuration
Management

Are configuration changes tested, validated, and documented
before installing them on the operational system, and has test-
ing been ensured to not interfere with system operations?

30 546 Configuration
Management

Is there physical security to restrict data devices, serial ports,
network ports, USB, and secure digital memory card?

31 548 Configuration
Management

Are the security settings configured to the most restrictive mode
consistent with system operational requirements?

32 550 Configuration
Management

Are exceptions from the mandatory configuration settings iden-
tified, documented, and approved based on explicit operational
requirements?

33 551 Configuration
Management

Are the configuration settings for all components of the system
enforced?

34 552 Configuration
Management

Are changes to the configuration settings monitored and con-
trolled in accordance with policies and procedures?

35 557 Configuration
Management

Has an inventory of the components of the system been devel-
oped, documented and maintained that accurately reflects the
current system?

36 558 Configuration
Management

Has an inventory list of the components of the system been
developed, documented, and maintained that is consistent with
the system boundary?

37 559 Configuration
Management

Has an inventory list of the components of the system been
developed, documented, and maintained that is at the level of
granularity deemed necessary for tracking and reporting?

38 560 Configuration
Management

Has an inventory of the components of the system been devel-
oped, documented, and maintained that includes defined infor-
mation deemed necessary to achieve effective property account-
ability?

39 561 Configuration
Management

Is the inventory of system components and programming up-
dated as an integral part of component installation, replace-
ment, and system updates?
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40 562 Configuration
Management

Are automated mechanisms used to help maintain an up-to-
date, complete, accurate, and readily available inventory of
system components, configuration files and set points, alarm
settings and other required operational settings?

41 563 Configuration
Management

Are automated mechanisms used to detect the addition of unau-
thorized components/devices/component settings into the sys-
tem?

42 568 Configuration
Management

Are critical digital assets (CDA) in security areas destroyed
on removal from operations, or are they inspected and subject
to an approved documented sanitization procedure on being
removed from service (e.g., lifecycle plan)?

43 569 Configuration
Management

Are all factory default authentication credentials changed on
system components and applications upon installation?

44 570 Configuration
Management

Does legacy equipment with known authentication deficiencies
have compensatory access restrictions?

45 573 Configuration
Management

Are the legacy components identified, tested, and documented
to verify that the compensatory measures are effective?

46 642 Continuity Is normal operation of the system resumed in accordance with
its policies and procedures after a security event?

47 646 Continuity Is the alternate storage site configured to facilitate timely and
effective recovery operations?

48 647 Continuity Are alternate command/control methods identified, and are
agreements in place to permit the resumption of operations
within a defined time period when the primary system capabil-
ities are unavailable?

49 652 Continuity Are necessary communications for the alternate control center
identified, and are agreements in place to permit the resumption
of system operations for critical functions within a defined time
period when the primary control center is unavailable?

50 656 Continuity Is the alternate control center fully configured to be used as
the operational site supporting a minimum required operational
capability?

51 663 Continuity Are backup copies of the operating system and other critical
system software stored in a separate facility or in a fire-rated
container that is not collocated with the operational software?

52 511 Environmental
Security

Is the emergency power shutoff protected from unauthorized
activation?

53 512 Environmental
Security

Is the emergency power-off capability protected from accidental
and intentional/unauthorized activation?

54 513 Environmental
Security

Is there a short-term uninterruptible power supply to be used
for orderly system shutdown?

55 514 Environmental
Security

Is there a long-term alternate power supply that is capable of
maintaining minimally required operational capability?

56 515 Environmental
Security

Is there a long-term alternate power supply that is self-
contained and not reliant on external power generation?

57 517 Environmental
Security

Are there fire suppression and detection devices/systems?
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58 518 Environmental
Security

Do fire detection devices/systems activate automatically and
notify the organization and emergency responders in the event
of a fire?

59 519 Environmental
Security

Do fire suppression devices/systems provide automatic notifi-
cation to the organization and emergency responders?

60 527 Environmental
Security

Is the system power equipment and power cabling protected
from damage and destruction?

61 528 Environmental
Security

Are redundant power equipment and parallel power cabling
paths provided for the system?

62 582 Incident Re-
sponse

Are cyber and control system security incident information
promptly reported to authorities?

63 177 Personnel Are all required controls for employees terminated for cause
completed within 24 hours?

64 179 Personnel Are electronic and physical access permissions reviewed when
individuals are reassigned or transferred?

65 180 Personnel Are electronic and physical access permissions reviewed within
7 days when individuals are reassigned or transferred?

66 185 Personnel Are periodic reviews of physical and electronic access conducted
to validate terminated account access was removed?

67 470 Physical Secu-
rity

Are lists of personnel with authorized access developed and
maintained, and are appropriate authorization credentials is-
sued?

68 471 Physical Secu-
rity

Are the access list and authorization credentials reviewed and
approved at least annually and those no longer requiring access
removed?

69 472 Physical Secu-
rity

Is physical access to the facility authorized based on position
or role?

70 473 Physical Secu-
rity

Are two forms of identification required to gain access to the
facility?

71 474 Physical Secu-
rity

Are physical access authorizations enforced for all physical ac-
cess points to the facility?

72 475 Physical Secu-
rity

Are individual access authorizations verified before granting ac-
cess to the facility?

73 476 Physical Secu-
rity

Is entry to the facility controlled by physical access devices
and/or guards?

74 477 Physical Secu-
rity

Are the areas officially designated as publicly accessible con-
trolled in accordance with the organization’s assessment of risk?

75 478 Physical Secu-
rity

Are keys, combinations, and other physical access devices se-
cured?

76 479 Physical Secu-
rity

Are physical access devices inventoried on a periodic basis?

77 480 Physical Secu-
rity

Are combinations and keys changed on a defined frequency, and
when keys are lost, combinations compromised, or individuals
are transferred or terminated?

78 481 Physical Secu-
rity

Is physical access to distribution and communication lines con-
trolled and verified?
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79 482 Physical Secu-
rity

Is physical access to output devices controlled?

80 483 Physical Secu-
rity

Is physical access to the system controlled independently of the
facility access controls?

81 484 Physical Secu-
rity

Are security checks at physical boundaries performed for unau-
thorized removal of system components?

82 485 Physical Secu-
rity

Is every physical access point to the facility guarded or alarmed
and monitored 24 hours per day, 7 days per week?

83 486 Physical Secu-
rity

Are lockable physical casings used to protect internal compo-
nents of the system from unauthorized physical access?

84 487 Physical Secu-
rity

Is physical access monitored to detect and respond to physical
security incidents?

85 489 Physical Secu-
rity

Are results of reviews and investigations coordinated with the
organization’s incident response capability?

86 490 Physical Secu-
rity

Are real-time physical intrusion alarms and surveillance equip-
ment monitored?

87 491 Physical Secu-
rity

Are automated mechanisms used to recognize potential intru-
sions and initiate designated response actions?

88 492 Physical Secu-
rity

Is physical access controlled by authenticating visitors before
authorizing access?

89 493 Physical Secu-
rity

Are visitors escorted and monitored as required in the security
policies and procedures?

90 494 Physical Secu-
rity

Are two forms of identification required for access?

91 495 Physical Secu-
rity

Are visitor access records maintained, and are all physical ac-
cess logs retained for as long as required by regulations or per
approved policy?

92 496 Physical Secu-
rity

Do visitor records include name and organization of the person
visiting?

93 497 Physical Secu-
rity

Do visitor records include the signature of the visitor?

94 498 Physical Secu-
rity

Do visitor records include a form of identification?

95 503 Physical Secu-
rity

Are automated mechanisms employed to facilitate the mainte-
nance and review of access records?

96 504 Physical Secu-
rity

Is cryptographic hardware protected from physical tampering
and uncontrolled electronic connections?

97 505 Physical Secu-
rity

Are all external system and communication connections iden-
tified and protected from tampering or damage?

98 506 Physical Secu-
rity

Are asset location technologies used to track and monitor the
movements of personnel and vehicles to ensure they stay in
authorized areas?

99 507 Physical Secu-
rity

Are asset location technologies used to identify personnel need-
ing assistance?

100 508 Physical Secu-
rity

Are asset location technologies used to support emergency re-
sponse?
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101 509 Physical Secu-
rity

Is hardware (cages, locks, cases, etc.) used to detect and deter
unauthorized physical access to system devices?

102 510 Physical Secu-
rity

Is the ability to respond to an emergency not hindered by using
tamper-evident hardware?

103 300 Portable / Mo-
bile / Wireless

Are usage restrictions and implementation guidance established
for organization-controlled mobile devices?

104 315 Portable / Mo-
bile / Wireless

Is authentication and encryption used to protect wireless access
to the system and the latency induced does NOT degrade the
operational performance of the system?

105 324 Portable / Mo-
bile / Wireless

Is peer-to-peer wireless networking capability disabled except
for explicitly identified components in support of specific oper-
ational requirements?

106 293 Remote Access
Control

Is remote access for privileged commands and security-relevant
information authorized only for compelling operational needs
and is the rationale for such access documented?

107 294 Remote Access
Control

Is Bluetooth wireless networking capability disabled except for
explicitly identified components in support of specific opera-
tional requirements?

108 379 Software Are system components used that have no writable storage that
is persistent across component restart or power on/off cycles?

109 449 System In-
tegrity

Does the use of automated flaw remediation processes NOT
degrade the operational performance of the system?

110 455 System In-
tegrity

Is the correct operation of security functions verified upon sys-
tem startup and restart, upon command by user with appro-
priate privilege, periodically, and at defined time periods?

111 463 System In-
tegrity

Is tamper-evident packaging used during transportation from
vendor to operational site, during operation, or both?

112 469 System In-
tegrity

Is the output from the system handled and retained in ac-
cordance with applicable regulations, standards, and organi-
zational policy as well as operational requirements?

113 332 System Protec-
tion

Are the operational system boundary, the strength required
of the boundary, and the respective barriers to unauthorized
access and control of system assets and components defined?

114 336 System Protec-
tion

Does the system design and implementation protect the in-
tegrity of electronically communicated information?

115 339 System Protec-
tion

Does the use of public key certificates avoid degrading (i.e.,
latency) the operational performance of the system?

116 351 System Protec-
tion

Has legacy equipment been updated with current or custom
developed system components?

117 197 Training Are simulated events incorporated into continuity of operations
training to facilitate effective response by personnel in crisis
situations?
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PROBLEM 2: Novel Collaborative Learning Model for Cyberat-
tack Detection Systems in IoT Networks

Introduction

In recent years, the rapid development of various technologies, such as 5G/6G, In-
dustry 4.0, and Internet-of-Things (IoT), has enabled numerous applications to become an
integral part in many aspects of our daily lives. However, such ever-fast growth has also
led to an unprecedented massive amount of data and the proliferation of interconnected
devices, e.g., sensors, smart cars, and cameras, which raises serious security and privacy
concerns. Particularly, the increasing number of emerging applications has also brought
forth many new types of cyberattacks. For example, the number of new (zero-day) cy-
berattacks has increased by 60% from 2018 to 2019 [32]. Besides the dire consequences
to the economy, e.g., ransomware alone cost more than $5 billion globally in 2017 [33],
cyberattacks pose serious threats to other areas with highly sensitive information such
as healthcare and public security. As a result, cyberattack detection methods play a
key role in detecting and promptly preventing consequences of cyberattacks in future
IoT networks.

Recently, with outstanding classification ability, Machine Learning (ML) techniques,
especially deep learning (DL), have been widely applied for cyberattack detection prob-
lems. Particularly, DL models can effectively learn the signatures of various cyberattack
types. Moreover, DL models even can detect new types of attacks that have never been
learned/trained before [34]. Nevertheless, DL-based cyberattack detection systems are
also facing some practical challenges. Particularly, conventional DL approaches usually
require a huge amount of data to achieve a high performance. However, in many appli-
cations, data are very difficult to collect because they are often stored locally on user
devices such as IoT devices, smartphones, and wearable devices. This poses a threat to
user privacy because sensitive data (e.g., location and private information) have to be
sent over the network and stored at the centralized server for processing. Besides the
privacy concerns, transmitting such a collectively large amount of data also imposes an
extra communication burden over the network. Consequently, these limitations have been
hindering the effectiveness of DL techniques in cyberattack detection systems.

To address these problems, Federated Learning (FL) has emerged to be a highly
effective solution. Unlike conventional DL techniques that collect data and train the
global model at a central server, FL enables the learning process to be distributed across
all devices. Particularly, instead of sending data to a central server, the local data can be
used to train a global model locally on each user device. Then, the obtained model weights
of each device are periodically sent to a central server for aggregation. Afterward, the
aggregated weights are sent back to all devices to update their local models’ weights. Since
only the weights are transmitted in FL, both the privacy and communication overhead
issues can be mitigated [35].
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Despite its effectiveness, FL is still facing some challenges. Particularly, FL only
performs well if the training data and the predicting data are independent and identically
distributed (i.i.d). Consequently, they are not robust to the changes in the system, e.g.,
changes in network traffic due to the mobility of users, new types of devices participating in
the network, and so on. Moreover, the performance of FL largely relies on the availability
of labeled data. However, acquiring sufficient labeled data might be costly and time-
consuming. Even if the data are available, the participated user data usually have different
structures such as features. This leads to difficulty or even mistakes when FL aggregates
the global model. Consequently, they may not be suitable for the intensive training
process of FL [35] [36].

To address these limitations, transfer learning (TL) has been emerging as a promising
solution, especially for problems related to heterogeneous training data [37–39]. Unlike DL
and FL techniques that are trained only for a specific problem, TL can utilize “knowledge”
from rich resource data to enhance the training process and performance of the ML models.
Particularly, by transferring “knowledge” from similar scenarios with a lot of high-quality
data, TL can address the lack of labeled data for the target networks. Moreover, the TL
can exchange “knowledge” even if the data features of the target and source networks are
not very similar [37, 40]. However, if the data features are too different, TL might even
make the learning process worse than that without using TL, i.e., negative transfer [37–
39]. In the context of cyberattack detection for IoT networks, negative transfer might be
a serious problem since different networks may have various types of devices generating
different data.

In this work, we propose a novel collaborative learning framework that utilizes the
strengths of both TL and FL to address the limitations of conventional DL-based cy-
berattack detection systems. Particularly, we consider a scenario with two different IoT
networks2. The first network (source network) has an abundant labeled data resource,
while the second network (source network) has very little data resource (and most of them
are unlabeled). Here, unlike most of the current works that assume that the data at these
networks have the same features [41], we consider a much more practical and general case
in which data at these two networks may have different features. To address the problem
of dissimilar feature spaces of the target and source networks, we propose to transform
them into a new joint feature-space. In this case, at each learning round of the federated
learning process, trained models of target and source networks can be exchanged through
the joint feature-space. Thus, by periodically exchanging and updating the trained model,
the target network can eventually achieve the converged trained deep neural network that
can predict attacks with high accuracy (thanks to useful “knowledge” transferred from
the source network). Besides the exchanging and updating the learning model iteratively,
we use a small number of mutual samples between two networks to mitigate the negative

2The cases with multiple networks can be straightforwardly extended, e.g., by scheduling for networks
to exchange information in order.
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transfer learning. More importantly, unlike FL where networks try to train a joint global
model, our proposed framework enables the participating networks to obtain their par-
ticular trained models that are specific to their networks, i.e., better predict attacks for
particular networks with different data structures. Extensive experiments on recent real-
world datasets, including N-BaIoT [42] [43], KDD [44], NSL-KDD [45] and UNSW [46]
show that our proposed framework can achieve an accuracy of up to 99% and an improve-
ment of up to 40% over the unsupervised learning approach. The main contributions of
this work can be summarized as follows:

• We propose a novel collaborative learning framework that can effectively detect
cyberattacks in decentralized IoT systems. By combining the strengths of FL and
TL, our proposed framework can improve learning efficiency and the accuracy of
cyberattack detection in comparison with the conventional DL-based cyberattack
detection systems.

• We propose an effective transfer learning approach that can allow the deep learning
model from the rich-data network to transfer useful knowledge to the low-data
network even they have different features for cyberattack detection in IoT networks.

• We perform extensive experiments on recent real-world datasets including N-BaIoT,
KDD, NSL-KDD, and UNSW to evaluate the performance of the proposed collabo-
rative learning framework. The results show that our proposed approach can achieve
an accuracy of up to 99% and an improvement of up to 40% over the unsupervised
learning approach.

Related work

Deep Learning for Cyberattack Detection

There have been a rich literature proposing DL approaches for cyberattack detection.
In [47], a deep neural network (DNN) model is developed to detect zero-day attacks based
on two types of data, i.e., network activities and local system activities. The results show
that for most of the datasets, the proposed DNN can achieve a higher detection accuracy
and lower false-positive rate compared to those of the other conventional machine learning
classifiers such as K-Nearest Neighbors (KNN), and Support Vector Machine (SVM).
Another DL approach is proposed in [48] to detect cyberattacks in the mobile cloud
computing environments. The main difference between [47] and [48] is that the approach
in [48] consists of a feature analysis phase before the learning phase. In the analysis
phase, the datasets are analyzed to identify meaningful features, thereby reducing the
data dimension and computational complexity. Experiments on the KDD [44], NSL-
KDD [45], and the UNSW [46] datasets show that the proposed approach can achieve a
detection accuracy of up to 97.1%.
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Federated Learning for Cyberattack Detection

With the advent of FL, the research focus has recently shifted towards applying this
framework for cyberattack detection, especially in environments with numerous devices
such as IoT and mobile edge networks. In [49], an FL framework is proposed for cyber-
attack detection in an edge network. In this network, the data for intrusion detection
are stored locally at each edge node. The edge nodes train their data locally and send
their models’ weights to an FL server for aggregating. After aggregation, the FL server
sends the weights back to all edge nodes. In this way, each edge node can benefit from
the other nodes’ data and training while protecting its privacy and reducing the net-
work’s communication burden. Experiments with the NSL-KDD datasets show that the
proposed approach can achieve an accuracy of up to 99.2%. Another FL approach is pro-
posed in [50] for attack detection in industrial cyber-physical systems. In the considered
setting, there are multiple cyber-physical systems acting as FL nodes. However, unlike
the previous frameworks, the authors propose a novel architecture combining a convo-
lution neural network (CNN) and a gated recurrent unit for training at each FL node.
Experiments with self-collected data show that the proposed approach can outperform
other state-of-the-art approaches, e.g., [51–53], with an accuracy up to 99.2%. However,
because of the limitations of FL as presented in the previous section, the learning model
can only combine data with the same features and labels.

Transfer Learning for Cyberattack Detection

Although FL techniques can effectively address the privacy and communication load
concerns of conventional ML for cyberattack detection, they are still facing some chal-
lenges. Particularly, FL approaches usually require high-quality and labeled data for
training. However, collecting and labeling such data is expensive and time-consuming,
especially for large-scale systems. On the other hand, unlabeled data are often abundant
in environments such as IoT and mobile edge networks. Thus, a deep TL approach is
proposed for IoT intrusion detection in [54] based on network activities, which can utilize
both labeled and unlabeled data. In this approach, the authors employ two AEs. The
first AE is trained with labeled data, while the second AE is trained with unlabeled data.
Then, the knowledge is transferred from the first AE to the second AE by minimizing the
Maximum Mean Discrepancy (MMD) distances between their weights. Experiments over
nine IoT datasets were conducted to show that the proposed approach can achieve higher
Area Under the Curve (AUC) scores compared to those of several other approaches.

Besides analyzing network traffic, another approach to detect cyberattacks is to
analyze the devices’ fingerprints. Particularly, attackers may try to impersonate a device
in the system by copying its signal. For this kind of attack, ML techniques can be used to
detect if the signals are coming from the real device or the malicious device. TL approaches
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Figure 14: Illustration of a system model for cyber attack detection in IoT networks.

such as [55–58] are proposed to identify cyberattacks based on device fingerprints. Among
them, [57] and [58] leverage the environmental effects to classify signals from devices. To
improve the classification accuracy and address the lack of data, these approaches transfer
the knowledge from nearby devices (since they share similar environmental effects). On
the other hand, [55] and [56] leverage the knowledge from previous experiences, i.e., data
collected in the past. These past data are then combined with the current data for
training, thereby addressing the lack of fingerprint data.

Unlike all the abovementioned approaches, the collaborative learning framework pro-
posed in this work can leverage the strengths of both FL and TL to address limitations
of ML-based intrusion detection systems, e.g., lack of labeled data, privacy and heteroge-
neous data feature space. Moreover, in our approach, each IoT network has a separated
model that is fine-tuned specifically for that network, therefore the model is more effective
for that network’s cyberattack detection compared to FL frameworks with a single model
for all networks. Furthermore, our proposed system model can utilize knowledge from
both source and target data in the network instead of only transferring knowledge from
a single source as proposed in most of the mentioned TL frameworks [54–56, 59], thereby
mitigating the negative transfer problem.
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Proposed Federated Transfer Learning Framework for Cyberattack
Detection in IoT Networks

System Model

The conventional FL model requires to use a centralized server to maintain and
aggregate all the trained models in the whole learning process. However, this may lead to
a high cost to maintain and may not be effective to deploy in IoT networks. Thus, in this
work, we propose a federated transfer learning model that allows the learning process to
be performed more flexibly and effectively in IoT environments. In particular, we consider
a network which has unlabeled data (e.g., Network B as illustrated in Fig. 14), and it
wants to learn more knowledge from other networks with abundant labeled data. In this
case, this network will connect with a target network (e.g., Network A as illustrated in
Fig. 14) and nominate itself as a centralized node which can train its own data as well as
perform transfer learning to exchange knowledge with the target network.

We denote a labeled cybersecurity dataset DA = {XA, Y A, FA} of Network A with
(XA, Y A) = {xA

1 , y
A
1 , x

A
2 , y

A
2 , ..., x

A
MA

, yAMA
} where MA is the number of samples of dataset

A. In contrast, Network B has an unlabeled cybersecurity dataset DB = {XB, FB} with
(XB) = {xB

1 , x
B
2 , ..., x

B
MB
} where MB is the number of samples of dataset B. FA, FB

are the feature spaces of Network A and Network B, respectively. The proposed model
will perform transfer learning between two neural network by minimizing the total loss
J to predict the label P (zB) for the unlabeled dataset of Network B. In this way, the
network can help to improve the accuracy in identifying network traffics by learning useful
knowledge from other labeled networks. Each network can be managed by an IoT gateway
and possesses its own private dataset. The IoT gateway uses its deep learning model to
detect normal and abnormal traffics. It is important to note that, unlike conventional FL
approaches [60], in this work, we consider a practical scenario in which the datasets of
networks may have different features.

Proposed Federated Transfer Learning Approach for Cyberattack Detection

In this section, we propose a highly-effective federated transfer learning model that
can exchange knowledge between an unlabeled network and multiple networks which
may have different features. To better analyze the impact of our proposed approach, we
consider a specific scenario in which one labeled network is used as a source network to
support an unlabeled network (i.e., target network). The scenario with one unlabeled
network and multiple labeled networks can be straightforwardly extended, and we leave it
for future study. Fig. 15 describes the training and predicting processes of FTL algorithm
that we use in this case. The table of notations is presented in Table 14. As described in
previous section, Network A, Network B have their dataset DA, DB, respectively. They
also have their model parameters called WA and WB. The outputs of two neural networks
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Table 14: The table of notations.

Notation Description
X The total samples of a dataset
Y The labels of a dataset
F The feature space of a dataset
x A dataset sample
D Network
MA,MB The number of samples of dataset A, B,

respectively
MC The number of predicted labels
MAB The overlapping samples between dataset A

and dataset B
WA,WB The parameter matrices of models A and B,

respectively
ZA, ZB The outputs of models A and B,

respectively
z The output of an input sample after

learning model
j The loss of an input sample
J The loss function
γ, λ Weight parameters
w Trainning parameters

are calculated as follows:

ZA = WA ∗XA, ZB = WB ∗XB. (6)

We need to find the prediction function P (zBj ) = P (zA1 , y
A
1 , . . . , z

A
MA

, yAMA
, zBj ) to predict

the output of Network B. To find a high-quality predict function, we first need to minimize
the loss function using the labeled dataset as follows:

arg min
WA,WB

JB =
Mc∑
i

jB(yAi , P (zBi )), (7)

where Mc is the number of predicted labels, and jB represents the loss of the loss function
which depends on the type of output or mechanism, i.e., the logistic loss function [61]
with the predicted value z and the labeled y:

jB(z,y) = log
(
1 + exp(−z× y)

)
. (8)

In addition, datasets A and B may have some overlapping samples, and thus we can use
these samples to optimize the loss function. We denote MAB as the overlapping samples
between dataset A and dataset B. We need to minimize the alignment loss function
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Algorithm 1 Federated Transfer Learning Algorithm: Training Process
1: Input: The learning rate η, the weight parameter γ, λ, the maximum iteration T , the

tolerance t and Network A and Network B initialize model parameters WA,WB;
2: Output: The trained model parameter WA,WB;
3: iteration = 0
4: while iteration ≤ T do
5: Network A performs:
6: zAi = hA

i ∗ xA
i for i ∈ DA;

7: Send {zAi , yAi } to Network B;
8: Network B performs:
9: zBi = hB

i ∗ xB
i for i ∈ DB;

10: Send {zBi } to Network A;
11: Network A performs:
12: Compute ∂J

∂wA
i

and JA, then send them to Network B;
13: Network B performs:
14: Compute ∂J

∂wB
i
, JB and JAB, then send them to Network A;

15: Network A performs:
16: Update wA

l = wA
l − η ∂J

∂wA
i
;

17: Network B performs:
18: Update wB

l = wB
l − η ∂J

∂wB
i
;

19: if Jprev − J ≤ t then
20: Send stop signal to Network B;
21: Break.
22: else
23: Jprev = J ;
24: iteration = iteration+ 1;
25: continue;
26: end if
27: end while

between A and B as follows:

argmin
WA,WB

JAB = −
MAB∑

i

jAB(zAi , z
B
i ), (9)

where jAB represents the alignment loss function. The common alignment loss function
can be represented in modulus jAB = ||zAi − zBi ||2 or angle jAB = −zAi ∗ zBi . Lastly, we
add the regularization JA

R =
∑LA

l ||wA
l ||2 and JB

R =
∑LB

l ||wB
l ||2 in which LA and LB are

the numbers of layers in neural Network A and Network B, respectively, to find the final
loss function that needs to be minimized:

argmin
WA,WB

J = JB + γJAB +
λ

2
(JA

R + JB
R ), (10)
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Algorithm 2 Federated Transfer Learning Algorithm: Predicting Process
1: Input: The model parameters WA,WA and dataset XB;
2: Output: The prediction Y B;
3: Network B performs:
4: zBi = hB

i ∗ xB
i for i ∈ DB;

5: Send {zBi } to Network A;
6: Network A performs:
7: Compute P (zBi ) = WA[zBi ] and send it to Network B.

where γ and λ are the weight parameters. The gradient for updating WA,WB are calcu-
lated by the following formula:

∂J

∂wi
l

=
∂JB

∂wi
l

+ γ
∂JAB

∂wi
l

+ λwi
l . (11)

The training process is presented in Algorithm 1. Specifically, we first initialize WA

and WB. Next, we calculate zAi and zBi from the input samples of dataset A (DA) and
dataset B (DB) as shown in Equation (6). Then, Network A sends {zAi , yAi } to Network
B to calculate JB, the alignment loss function JAB and the gradients of JB as shown
in Equations (7), (9), (10) and (11), respectively. Similarly, Network B sends {zBi } to
Network A to calculate JA as in Equation (10). In Equation (9), we use MAB as the
mutual samples of two datasets. For example, the same IoT devices are attacked by
the same types of cyberattacks in different networks. Each network extracts the attack
data with different features, e.g., Network A uses timeslot, packet header, ip address
while Network B uses MAC address, error packets, frame header. The number of mutual
samples is an important factor that strongly supports the learning process between two
networks (we will explain it more details in Section (1)). After that, we calculate the
final loss function J and the gradient as in Equation (10) and Equation (11). Finally,
Network A and Network B update their model parameters based on the gradient and loss
functions. This process continuously repeats until the system converges or reaches the
maximum number of iterations to minimize the final loss function in Equation (10).

When the training completes, the prediction process described in the Algorithm 2
is called to predict the final result of the unlabeled dataset DB. In this process, both
Network A and Network B have their trained models. Similar to the training process, the
dataset DB firstly goes through the trained model of Network B to calculate ZB. Then,
Network B sends ZB to Network A to archive the transfer learning knowledge from trained
model of Network A. Network A predicts the results and sends them back to Network B
to classify the attack and normal behaviors of the network.
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Figure 15: The FTL algorithm.

Evaluation Methods

As mentioned in [62, 63], the confusion matrix is typically used to evaluate system
performance, especially for intrusion detection systems. We denote TP, TN, FP, and FN
to be “True Positive”, “True Negative”, “False Positive”, and “False Negative”, respectively.
The Receiver Operator Characteristic (ROC) is created by plotting the TPR over FPR
at different thresholds. Then, we use Area Under the Curve (AUC) to evaluate the
performance of the algorithm in the following formulas:

ξ =

∫ 1

x=0

TP(FP−1(x)) dx. (12)
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In our experiments, we randomly select samples from original dataset to test the
algorithm. In this scenario, the p is often used to evaluate the resuts of random tests and
is given by

p = F (ξ|µ, σ) = 1

σ
√
2π

∫ ξ

−∞
e

−(t−µ)2

2σ2 dξ, (13)

in which µ is the mean and σ is the standard deviation. The results are calculated by the
significant number with the following formula:

Sig = F−1(p|µ, σ) = {ξ : F (ξ|µ, σ) = p}, (14)

where Sig is the significant number that represents the results of 30 random runs and
the confidence of this number is calculated by conf = 1 − p. In a normal situation, the
p is considered confidence when it has values around 0.01 and 0.05, corresponding to the
confidence of significant numbers around 99% and 95%.

Data and Experiments

Datasets

In this experiment, we use four popular cybersecurity datasets, namely KDD [44],
NSL-KDD [45] UNSW [46] and N-BaIoT [42] [43], to evaluate the performance of the pro-
posed method. The Network-based Detection of IoT Botnet Attacks (N-BaIoT) dataset
includes the information collected in the setup network about the normal and attack sit-
uation. The attack was performed by servers to nine IoT devices and the total network
behavior was captured by the sniffer server to extract dataset. This dataset is character-
ized by 115 features for both normal and attack behaviors. In this dataset, the attack
type is the Distributed Denial of Service (DDoS) which was implemented by two well-
known botnets, namely Mirai and BASHLITE. The BASHLITE botnet includes 5 types
of attacks, i.e., network scanning (scan), spam data sending (junk), UDP flooding (udp),
TCP flooding (tcp), and the join of sending spam data and opening port to specific IP
address (combo). Besides BASHLITE, the Mirai botnet also includes 5 types of attacks,
i.e., scan, ACK flooding (ack), SYN flooding (syn), udp, and optimized UDP flooding
(udpplain).

In addition to IoT datasets, we also want to evaluate our proposed solution on some
classical intrusion detection datasets, i.e., KDD [44], NSL-KDD [45] and UNSW [46]
datasets. The KDD dataset [44] includes many different kinds of network attacks simu-
lated in military network environment. The KDD dataset has 41 features and it classifies
attacks into 4 groups including Denial of Service (DoS), Probe, User to Root (U2R), Re-
mote to Local (R2L). The NSL-KDD dataset [45] inherits the properties from KDD [44]
dataset such as the features and types of attacks but eliminates the redundant samples
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Figure 16: The data of participated networks used in this experiment.

Table 15: The results with multiple datasets in CASE 1.

(a) The results with p=1.

FTL UDL
IoT1 85.771 45.753
IoT2 83.795 63.171
IoT3 94.286 80.453
IoT4 79.241 77.885
IoT5 90.605 81.876
IoT6 91.179 82.703
IoT7 90.670 85.183
IoT8 82.960 65.256
IoT9 83.222 73.072
KDD 99.315 80.477
NSLKDD 98.485 83.025
UNSW 97.072 68.449

(b) The results with p=3.

FTL UDL
IoT1 87.398 49.770
IoT2 85.672 65.793
IoT3 94.896 81.070
IoT4 81.672 77.885
IoT5 91.517 82.013
IoT6 92.059 82.703
IoT7 92.030 86.013
IoT8 85.197 68.161
IoT9 85.072 73.078
KDD 99.395 81.304
NSLKDD 98.534 83.450
UNSW 97.141 69.124

(c) The results with p=5.

FTL UDL
IoT1 88.259 51.897
IoT2 86.666 67.181
IoT3 95.220 81.397
IoT4 82.959 77.885
IoT5 92.000 82.085
IoT6 92.525 82.703
IoT7 92.750 86.453
IoT8 86.381 69.700
IoT9 86.052 73.082
KDD 99.438 81.742
NSLKDD 98.561 83.675
UNSW 97.177 69.482

in the training dataset and the duplicated samples in the testing dataset. Although both
KDD and NSL-KDD datasets are well-known and used in many research works, they
were developed long time ago. Thus, some modern attacks were not involved. Therefore,
a recent dataset, i.e., UNSW dataset [46], is considered in this work. Unlike KDD and
NSL-KDD, the feature space of this dataset includes 42 types and 9 kinds of attacks,
namely DoS, Backdoors, Worms, Fuzzers, Analysis, Reconnaissance, Exploits, Shellcode,
and Generic.

Experiment Setup

In this section, we carry out experiments using all the aforementioned datasets to
evaluate the performance of the proposed solution. In this experiment, we denote IoT1-9
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Table 16: Dataset preparation

Dataset Device name Features of Features of Total
Network A Network B features

IoT1 Danmini_Doorbell 85 30 115
IoT2 Ecobee_Thermostat 85 30 115
IoT3 Ennio_Doorbell 85 30 115
IoT4 Philips_B120N10_Baby_Monitor 85 30 115
IoT5 Provision_PT_737E_Security_Camera 85 30 115
IoT6 Provision_PT_838_Security_Camera 85 30 115
IoT7 Samsung_SNH_1011_N_Webcam 85 30 115
IoT8 SimpleHome_XCS7_1002_WHT_Security_Camera 85 30 115
IoT9 SimpleHome_XCS7_1003_WHT_Security_Camera 85 30 115
KDD - 31 10 41

NSLKDD - 31 10 41
UNSW - 31 11 42

as the dataset names of nine IoT devices. Table 16 describes the total features and the
representative names of datasets that we use in this experiment. Fig. 16 also describes the
separated data in each dataset in this experiment. In this experiment, the participated
data are randomly selected from the dataset. Then, the selected data are separated into
label data (data of Network A) and unlabeled data (data of Network B) with different
features as described in Table 16. These data have about 10% mutual samples of total
dataset samples. We experiment with two cases, i.e., the first one is with 2000 unlabeled
data and 9577 labeled data (CASE 1), the second one is with 10000 unlabeled data and
47893 labeled data (CASE 2).

In this setup, we consider a baseline solution with the state-of-the-art unsupervised
deep learning model (UDL) which clusters the unlabeled data into normal and attack
behaviors based on autoencoder and k-means techniques [64]. The unsupervised deep
learning model includes an autoencoder and k-nearest neighbor to cluster the unlabeled
data. In addition, we consider the second baseline solution that uses both supervised
and unsupervised datasets to feed the FTL learning models. The FTL will exchange the
knowledge from the supervised learning model and the unsupervised learning model to
improve the accuracy of learning as well as increase the precise of identifying attack and
normal behaviors of the unlabeled data. Then, we measure the AUC of this process 30
times to calculate the signification number of the AUC series results with both baseline
solutions. Finally, we plot the reconstruction errors to analyze the convergence of the
FTL algorithm for all datasets.

Experimental Results

In this section, we show the results of our experiments with different kinds of cyber-
security datasets.
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Table 17: The results with multiple datasets in CASE 2.

(a) The results with p=1.

FTL UDL
IoT1 90.371 49.783
IoT2 68.193 62.591
IoT3 94.525 83.411
IoT4 87.050 77.725
IoT5 86.535 81.954
IoT6 87.214 82.555
IoT7 97.662 79.517
IoT8 84.609 52.702
IoT9 90.095 63.803
KDD 99.535 84.333
NSLKDD 98.858 81.164
UNSW 97.049 66.329

(b) The results with p=3.

FTL UDL
IoT1 91.497 54.079
IoT2 72.573 65.681
IoT3 95.073 83.565
IoT4 88.538 77.781
IoT5 88.150 82.160
IoT6 88.638 82.664
IoT7 97.928 81.400
IoT8 86.691 57.318
IoT9 90.959 65.559
KDD 99.562 84.423
NSLKDD 98.885 81.976
UNSW 97.121 66.901

(c) The results with p=5.

FTL UDL
IoT1 92.093 56.354
IoT2 74.892 67.317
IoT3 95.363 83.647
IoT4 89.326 77.811
IoT5 89.006 82.269
IoT6 89.392 82.721
IoT7 98.069 82.397
IoT8 87.793 59.763
IoT9 91.417 66.489
KDD 99.576 84.471
NSLKDD 98.900 82.406
UNSW 97.159 67.203

Accuracy Comparison

In this section, we compare the performance of FTL and the unsupervised deep
learning (UDL) method in terms of the significant number of each p as explained in
Section (1). Tables 15 and 17 describe the significant number of each dataset with p =

1, 3, 5 corresponding to the confidence of 99%, 97%, 95%.

In general, Table 15 and Table 17 show that the significant numbers of all datasets
increase as p increases. This is because in (14), we calculate the significant number based
on a series of 30 continuous AUC results. When p increases, the AUC results increase in
all tables. This demonstrates that most of the AUC results in 30 series are higher than
the significant number in the case where p = 1.

Table 15(c) shows the significant numbers of participated datasets with p = 5 in
CASE 1. In this table, the IoT1 and UNSW datasets show a significant gap of about
30% and 40% between FTL and UDL. These results show the difficulty of clustering in
recognizing the groups of samples and the advantage of collaborative learning in these
datasets. The other ten datasets have gaps of around 10-20% between the two methods,
which demonstrate the stability of our proposed solution for any cybersecurity dataset.

In addition, Table 17(c) shows the significant numbers of multiple datasets with
p = 5 in CASE 2. In this table, the significant numbers also have a gap of around 10-
40% between the two solutions. It shows the common trend that the significant numbers
increase for most datasets when the number of samples increases. However, in IoT2,
IoT5, and IoT6 datasets, the significant numbers slightly decrease because of the ran-
domly selected samples from the original dataset. It also can be demonstrated by the
high fluctuation of the reconstruction errors of IoT2, IoT5, IoT6 datasets in Fig. 18(b)
compared with other datasets. However, in all studied datasets, our proposed solution still
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Figure 17: Reconstruction errors in CASE 1.

performs much better than the state-of-the-art UDL solution. These results demonstrate
that our solution can work efficiently in all IoT and conventional cybersecurity datasets
in detecting cyberattacks in the network.

Reconstruction Error Analysis

In this section, we discuss the convergence of the FTL algorithm in each dataset.
Fig. 17 describes the reconstruction errors of the nine IoT datasets and the conventional
datasets like KDD, NSLKDD, and UNSW in CASE 1. Fig. 18 describes the reconstruction
errors of study datasets in CASE 2.

In Fig. 17(a) and Fig. 18(a), we can see that at the first few epochs, the errors are
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very high for KDD (up to 2.6× 105 in CASE 1 and 12× 105 in CASE 2), but this error
dramatically reduces to 0.3 × 105 in CASE 1 and 1.5 × 105 in CASE 2 after only 200

epochs. For NSLKDD and UNSW, they have very similar trends with 0.75×105 in CASE
1 and 3.8× 105 in CASE 2 at the beginning and gradually reduce to 0.4× 105 in CASE 1
and 1.9× 105 in CASE 2 after 200 epochs, respectively. After 200 epochs, the algorithm
converges as all the reconstruction error curves are flattened.

Fig. 17(b) and Fig. 18(b) show the reconstruction errors of nine IoT datasets in both
CASE 1 and CASE 2. we can observe the same trend over all datasets, i.e., all errors grad-
ually reduce when the number of epochs increases. However, it can be observed that the
trend exhibits some fluctuations in comparison with the trends in Fig. 17(a) and Fig. 18(a)
because of the heterogeneous distribution in IoT datasets. The high fluctuation of the
reconstruction errors of IoT2, IoT5, IoT6 datasets in Fig. 18(b) also explains why their
significant numbers reduce when the number of samples increases in CASE 2. However,
the reconstruction errors of all studied datasets in our proposed solution dramatically
decrease and become stable after 200 running epochs in both cases.

Mutual Information Analysis

As mentioned in the previous section, network A and network B may share a number
of mutual samples. The FTL algorithm exploits the information of these mutual samples
to perform the prediction for unlabeled data of network B. This section provides the
analysis results to identify how this mutual information can affect to the results of label
prediction. In this section, we perform the simulation in CASE 2 with a larger number
of samples than in CASE 1. Fig. 19 gives information about the variation of AUC when
the percentage of mutual data increases.

Fig. 19(a) shows the increase of AUC on KDD, NSLKDD, and UNSW datasets
when the percentage of mutual samples increases from 0.005% to 10%. The AUC of KDD
and UNSW datasets sharply increase and remain stable at around 96% on the NSLKDD
dataset with about 5% to 10% mutual samples. A similar trend happens with the IoT
datasets in Fig. 19(b) when the AUCs of all nine IoT datasets increase and remain stable
at approximately 10% of mutual samples. From these results, it can be observed that
achieving high efficiency in AUC for IoT datasets may require at least 10% of mutual data.

In summary, the results with 12 cybersecurity datasets show the outperformance of
our proposed model in comparison with the state-of-the-art unsupervised deep learning
in term of accuracy as shown in Table 15 for CASE 1 and Table 17 for CASE 2, especially
with IoT1 and UNSW datasets. Moreover, the reconstruction errors show a fluctuation
of the IoT datasets when the number of samples increases due to noise from the collected
datasets of some IoT devices. Finally, we vary the amount of mutual data between two
networks to evaluate the accuracy of our proposed model. The results show that the
proposed model can archieve high performance with 10% mutual data with all datasets.
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Figure 18: Reconstruction errors in CASE 2.

Conclusion

In this work, we have proposed a novel collaborative learning framework to address
the limitations of current ML-based cyberattack detection systems in IoT networks. In
particular, by extracting and transferring knowledge from a network with abundant la-
beled data (source network), the intrusion detection performance of the target network
can be significantly improved (even if the target has very few labeled data). More im-
portantly, unlike most of the current works in this area, our proposed framework can
enable the source network to transfer the knowledge to the target network even when
they are different data structures, e.g., different features. The experimental results then
show that the accuracy of prediction of our proposed framework is significantly improved
in comparison with the state-of-the-art unsupervised deep learning model. In addition,
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Figure 19: AUC with different percentage of mutual information.

the convergence of the proposed collaborative learning model is also analyzed with vari-
ous cybersecurity datasets. In future work, we can consider using other effective transfer
learning techniques to make transfer learning processes more stable and achieve better
performance, especially when the amount of mutual information is very limited.

47 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

PROBLEM 3: Effective Framework of Private Ethereum Blockchain
Networks for Smart Grid

Introduction

In Industry 4.0, a huge amount of data is created from smart applications. This
leads to a serious security threat to many entities, including users, service providers, and
network operators [65]. Blockchain technology [66] has recently been introduced as a
promising solution. It stores data on a distributed ledger and a consensus mechanism
among the nodes to avoid the ledger being manipulated maliciously.

In 2009, Bitcoin was introduced by Satoshi Nakamoto and hailed as a radical devel-
opment in money, being the first example of a digital asset. Since Bitcoin only intended to
serve as a decentralized payment, the one’s transaction will show up in a long time. That
is why after Bitcoin, blockchain technologies are blooming with a famous project called
“Ethereum” – a decentralized platform. This technology not only possesses advantages
of Bitcoin’s technologies, i.e., decentralization, transparency, immutability, and security-
and-privacy but also has some great improvements, i.e., smart contract and GHOST
(Greedy Heaviest Observed Subtree) protocol [67]. It takes only 15 seconds to confirm
a new block, approximately 2.5% of Bitcoin [68]. As a result, the Ethereum network is
applied in many impactful applications, such as smart agriculture [69, 70], Internet-of-
vehicles [71], healthcare [72, 73].

Industry 4.0 also sees the smart grid as an attractive application, which stores, man-
ages, and exploits the electric system [74]. A traditional grid is described in [75] with only
one centralized server, controlled by the energy company, interacts with customers with
symmetric or asymmetric schemes. A serious risk of the system is centralization, which
leads to increasing latency and loss of data when cyber-attacks occur. The Ethereum
network can be applied to overcome the risk [76–78]. A typical Ethereum-based smart
grid is illustrated in Fig. 20. It is a potential system for the future electric network where
users and energy markets are connected.

Several studies related to Ethereum-based smart grid are as follows. Zhuang et
al. [76] reviewed the blockchain technology and showed the architecture and platform of
a blockchain-based smart grid for cyber-security. Huang et al. [77] presented smart grid’s
protocols in theory and implemented a communication system using Sigfox devices, but
did not apply the Ethereum network. Gao et al. [78] introduced a smart contract for their
smart grid, but practical experiments were not investigated. Besides Ethereum, many
studies applied the smart grid into other blockchain networks. [79] used the Hyperledger
Fabric 1.0 without optimization. [80] proposed a structure of their SmartChain frame-
work, which used the concept of Proof-of-Time (PoT), instead of Proof-of-Work (PoW),
for good computational and propagation time versus conventional blockchain network in
simulation, but without verification. [81] proposed an energy trading (ET) framework

48 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

without targeting a specific blockchain network, however, the performance was evaluated
only in terms of the number of Hash functions to execute. Thus, it is unclear if this
framework can be implemented in a real blockchain network. Generally, most of the stud-
ies reviewed above and others in the literature proposed system models or algorithms of
the smart contracts for the smart grid or implementation of a testing system without
the Ethereum network. This motivates us to focus, in this work, on developing a novel
framework to implement a smart grid with secure data, and improve the efficiency of the
private Ethereum network.

As shown in Fig. 20, a smart grid communication infrastructure can be separated
into three layers: Home Area Node (HAN) which is the home electrical system, Neigh-
borhood Area Network (NAN) which includes several HANs, Wide Area Network (WAN)
which is a network of NANs. In this work, a prototype of an Ethereum-based smart
grid is implemented at the HAN layer. This prototype includes the essential components
of a smart grid, e.g., smart meters and an IoT Gateway [82]. To secure data inside
the blockchain network, encryption methods are required. However, asymmetry schemes
would make users reveal their secret keys to the nodes [83]. Therefore, a symmetric pre-
encryption technique and a simple smart contract are considered to prevent the encrypted
data from being duplicated and to avoid revealing the secret key.

The system is based on a private Ethereum network instead of a public Ethereum
network. In a small-scale network, the mining time can be reduced while still ensuring
security in the Ethereum network. By modifying the difficulty calculation method of
the Ethereum consensus mechanism [84], the performance can be improved, with higher
throughput, smaller latency, while keeping an uncle rate the same as that in the main
Ethereum network. To experiment this method, we use BlockSim – a recently proposed
framework for blockchain systems by Alharby and van Moorsel [85]. The input parameters
for performance study by simulation are measured from the real system. Once we have
obtained a suitable threshold of block interval in the consensus layer, the trade-off between
latency and uncle rate, these parameters are then applied to the prototype to verify the
system performance.

The main contribution of this work is to propose an effective framework to build a
private Ethereum network for a smart grid. Firstly, a practical Ethereum-based smart
grid is deployed with essential hardware at the home electrical system. Secondly, a smart
contract for authentication in a securely multi-devices system is proposed. At last, a
method to improve the efficiency of an Ethereum-based smart grid setup in practical
work with the support of numerical experiments.
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Overview of Ethereum Blockchain Technology

Ethereum Blockchain Technology

The Ethereum blockchain network was introduced by Vitalik Buterin in 2015. Typi-
cally, it can be divided into seven protocol layers: Storage, Data, Network, Protocol, Con-
sensus, Contract, and Application. The Contract Layer and the GHOST protocol [67]
in the Consensus Layer are greatly upgraded, in comparison with those in the Bitcoin
network.

The smart contract in the Contract Layer is the first highlight of Ethereum. A
smart contract, being simply a piece of code running on Ethereum, can be built with
the Solidity language. The Solidity Compiler compiles the smart contract into Bytecode
and Application Binary Interface (ABI). Both of them are packaged into a transaction
and deployed into the Ethereum network. Bytecode is an executable code on Ethereum
Virtual Machine (EVM) and Contract ABI is an interface to interact with EVM Bytecode.

GHOST is a PoW blockchain protocol like in Bitcoin, except for the way it re-
solves the correct blockchain. Instead of using the longest chain consensus rule in Bitcoin,
GHOST follows the path of the sub-tree with the combined hardest proof of work/difficulty.
The sub-tree is created because Ethereum allows us to reintroduce orphaned blocks to the
chain as “uncles”. These uncles in the chain allow the network to reduce the mining time
while avoiding multiple forking of the ledger (51% attacks). But the uncle has no role in
data storage, so if the uncle rate is too high, it will lead to unnecessary storage effort.

Types of Ethereum Nodes

A node is a device/program that communicates with the Ethereum network, also
known as a client. In this prototype, there are two node types of the Ethereum network.
A full node keeps a ledger, receives or broadcasts transactions to other nodes. Any full
node can be used to confirm blocks and transactions and get rewards. In this case, it is
also called “miner”. A boot node keeps Ethereum Node Records (ENR) of many full nodes
and is not responsible for keeping the ledger, mining, or broadcasting transactions. Any
node that connects with a boot node would discover peers in the network.

Proposed private Ethereum network for smart grid

Private Ethereum Network and Hardware Implementation

At the present, 1 Ether (ETH) is approximately 1400 USD. If the smart grid is
deployed in the public Ethereum network, at least transaction fees will be charged. There
are two ways to deploy the system and send transaction fees in the Ethereum network;
one uses Ethereum test-nets and the other creates an own private network.
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In the former, test-nets are for free by given ETH coins in some vaults, and the
benefit of this way is that we do not necessarily run our miners. However, the ETH coins
obtained from vaults are limited. So for a large-scale system, Ethereum test-nets are not
compatible.

In the latter, a private Ethereum network is preferred because it can overcome the
disadvantage of the former. To deploy a private network, the Ethereum developer team
provides a powerful open-source software named Go-ethereum [86] (Geth). The software
includes a number of functions to make private nodes, make boot nodes, create new
accounts, run full nodes, and so on. Geth v1.10.4 is used in our setup. The private
Ethereum network, as shown in Fig. 21, consists of three full nodes which are personal
computers with processor Intel Core i7-4800MQ @2.7 GHz, RAM of 16 GB. The network
has been setup by a Cisco switch Catalyst 2950 with 100 Mbps bandwidth.

As shown in Fig. 20, the proposed prototype of the HAN layer includes the essential
components, i.e., electrical loads, smart meters, and an IoT gateway CPS 200RE.

XTM35SC is the next generation of electricity meters (smart meters). It measures
how much electricity has been used, and displays information on a handy in-home display.
Furthermore, data collected from the smart meter can be exploited by other IoT devices
which use the Modbus-RTU protocol. In the system, data collected from the smart meter
will be exploited, decoded, encrypted, and transmitted through an IoT gateway. For
simplicity, only consumed energy data will be collected.

CPS 200RE is an edge IoT gateway. It is fully integrated with Fieldbus accessibil-
ity, Modbus TCP/RTU, PROFINET® or EtherNet/IP, and so on, for extremely easy
deployment of both centralized/decentralized field data implementation in the automa-
tion process. The IoT gateway is responsible for the collection of device identification,
collection time, and value of consumed energy.

Security Enhanced Smart Contract

After collecting raw data from smart meters, the gateway encrypts the data to
avoid malicious tapping of the data. This work is necessary because the mechanism of
the blockchain makes all data public, requiring pre-encryption before transmission. Both
symmetry and asymmetry schemes are considered. But in the blockchain, a classical
symmetry scheme named AES-256-CTR [87] is used in the system because asymmetry
schemes would make a user reveal his/her keyprivate to Ethereum nodes [83]. In the
blockchain network, a pair of keypub and keypri are provided when a user creates a new
account. In this work, the keyprivate used for AES-256-CTR is the same as the keypri. At
this stage, the privacy of the raw data is guaranteed.

The smart contract is given by Algorithm 1 in which the inputs are encrypted
identification/collection time/value of consumed energy F(. . . , keypri) and the outputs are
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Algorithm 1
Input: msg.sender (address sending transaction)

_id ←− F(_id, keypri)
_time ←− F(_time, keypri)
_value ←− F(_value, keypri)

Output: push data to the Ethereum network
Class SmartFac {

init_addr ←− None
total_of_reco ←− 0
struct Reco { id, time, value }
reco[uint][Reco]
trusted_acc[address][bool]
Function constructor( ) {
trusted_acc[msg.sender] ←− true
init_addr ←− msg.sender

}
Function add_acc( _addr ) {
if msg.sender ̸= init_addr
return Error

trusted_acc[_addr] ←− true
}
Function rm_acc( _addr ) {
if msg.sender ̸= init_addr ∥ _addr == init_addr
return Error

delete trusted_acc[_addr]
}
Event added_reco(addr, _id, _time, _value)
Function new_reco( _id, _time, _value ) {
if trusted_acc[msg.sender] ̸= true
return Error

total_of_reco ←− total_of_reco + 1
reco[total_of_reco] ←− Reco {_id,_time,_value}
emit added_reco(msg.sender, _id, _time, _value)

}
}

stored inputs, saving the keypub of the user account that has deployed the smart contract
as the primary account. This account has permission to add/remove other accounts from
the account list, allowing the added/removed account to push data in smart contract or
not. The data flow of every smart meter to the private Ethereum network is summarized
in Fig 22.

52 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

Performance Improvement via Throughput and Latency

The latency of the original Ethereum network is more than 12 seconds because of
global scalability [68]. This is not suitable for low-latency applications. When applied
to a smart grid, with smaller scalability, the system can be improved to obtain higher
throughput and smaller block intervals (T ).

Based on the analysis of 10, 000 consecutive blocks in the Bitcoin network, on av-
erage, the transmission time of a block which has just been produced from a miner to
50% and 95% of all nodes are 6.5 seconds and 40 seconds respectively, and the mean
delay is around 12.6 seconds [88]. For a private Ethereum network with small scalability,
the mining time can be reduced subject to block propagation, which is measured in this
private Ethereum network.

Firstly, we consider the case when the public Ethereum network keeps the stable
block interval described in the Ethereum yellow paper [84]:

Di =

{
D0 = 131072, if i = 0,

max(D0, PD + x× ζ + ϵ), otherwise,
(15)

with

x =

⌊
PD

2048

⌋
, (16)

ζ = max

{
y −

⌊
T

9

⌋
,−99

}
, (17)

y =

{
1, if ∥PU∥ = 0,

2, otherwise,
(18)

ϵ =
⌊
2⌊max(i−5000000,0)÷100000⌋−2

⌋
, (19)

where D is “difficulty” which is a scalar value corresponding to the difficulty level of this
block, P is the parent of this block, PD, Ps and PU are “difficulty”, “time_stamp”, and
“the number of uncles” of P , respectively, ⌊·⌋ denotes the the integer division operator,
the index i indicates the current block number, T is the block interval, given by T =

current_block_time_stamp− Ps.

We focus on the case in which ∥PU∥ = 0. By this constraint, we consider the effect
of the propagation time to T . Simultaneously, when the number of uncles is reduced,
the size of the ledger is decreased while still keeping all transactions. Moreover, reducing
the number of uncles in the ledger also avoids “selfish mining” in the network when some
miners are simply to mine uncles instead of blocks extending the best chain [89].

We can observe that the Ethereum consensus does not vary T directly, but indirectly
through D and a threshold λ in replacement of value 9 in (17). In detail, Eq. (15) depends
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Table 18: The parameters in the network are pre-setup based on the measured and our
experiments.

Parameters Values Notes
Block gas limit 15,000,000 gas Same as main Ethereum network at June-6-2021
Average transaction size 0.759808 kB Based on our smart contract
Average block size 60 kB Same as main Ethereum network at June-6-2021
Average block propagation delay 0.25 seconds Based on our experiment measured
Sync mode light Just sync block header
Number of transactions created per second 100 transactions per second
Number of node 3 miners Each miner has 33.33% of the total computing power

on Eq. (17), so unless the current block is the first one (genesis block), if T < λ then D

is adjusted upwards by (x + ϵ), if λ ≤ T < 2λ then D is unchanged, and if T ≥ 2λ then
D is adjusted downwards proportional to the timestamp difference by from (−x + ϵ) to
(−99× x+ ϵ). It can be seen that T is always desired between λ and 2λ seconds, subject
to λ in (17). It should be well noted that this threshold is rooted from [88].

However, in a private Ethereum network of limited size, T can be reduced while
ensuring that the block propagates through 95% of the nodes. This leads to our modifi-
cation in the consensus mechanism to improve the block interval. We propose to modify
the source code of Geth [86] by restoring the use of the threshold λ in [88] as in

ζ = max

{
y −

⌊
T

λ

⌋
,−99

}
(20)

instead of fixing it to 9 as in (17), and obtain the value of λ based on the practical smart
grid setup.

Experiments

Performance Study by Simulation

Recently, a simulation framework called BlockSim [85] is introduced. It is used to
evaluate a Bitcoin/Ethereum blockchain network depending on input parameters. This
work focuses on evaluating three parameters, i.e., block interval, throughput (transactions
per second), and uncle rate. The others based on either the main (public) Ethereum
network or measured data from the prototype, and are given in Table 18.

The simulation results are shown in Fig. 23. The line with marker of triangle and
that of diamond present uncle rate and throughput versus block interval, respectively.
The results are averaged over 100 experiments.

Generally, the throughput and the uncle rate both decrease as the block interval
time increases. The system has maximum performance with throughput of more than
80 transactions per second (tx/s) and block interval of less than 2 seconds. However,
7-18% of uncle rate is not good because of increasing storage. Comparing with the main
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Table 19: Experiment results versus the main Ethereum network

Parameters Avg values
in the private Eth

Avg values
in the main Eth

Transactions per second 50.08 tx/s 16.25 tx/s
Uncle Rate 3.03% 4.81%
Block interval 2.7 seconds 13.48 seconds

Ethereum network of 4.81% on average [90], the proposed network has T = 3 seconds. At
this value of block interval, throughput and uncle rate are 77.72 tx/s and 4.88%, compared
with 29.95 tx/s and 1.47% at T = 12, respectively.

Besides, other simulation results of a main Ethereum network [88] with 3 full nodes
are two scatter points as shown in Fig. 23 with throughput and uncle rate are 14.05

tx/s and 17.48%, respectively. This throughput is suitable with the real main Ethereum
network.

Verification by Real Data

From the experiment by simulation, to obtain the block interval of approximately 3

seconds and the uncle rate of approximately 4.81%, as shown in Section (1), the threshold
λ in Eq. (20) is found to be 3.

The experimental results from the real prototype are presented in Fig. 24 with 7, 000

consecutive blocks. The top line and bottom line show the average number of transactions
per second in a block time and the block interval, respectively. Here, because the mining
process depends on probability, so in this figure, we can see that both are not stable at
a specific value. The average values of both on 7, 000 blocks, compared to that of the
main Ethereum network (found at www.etherscan.io/chart), are shown in Table 19.
According to the real experiment, the proposed framework can handle 50.08 tx/s and 2.7

seconds between two blocks while those of the main Ethereum network are 16.25 tx/s and
13.48 seconds. Moreover, the obtained uncle rate is 3.03%, which is smaller than that of
the main Ethereum network.

The throughput of the real experiment is not as good as that of the simulated
experiment by BlockSim but better than that of the main Ethereum network. While the
latency is much smaller than that of the main Ethereum network. It is clear that the
proposal of changing the consensus mechanism did give better performance.

However, decreasing T may cause risky scenarios, for example, a significantly faster
miner joins the network and takes all mining jobs. It can lead to a 51% attack by
confirming dishonest transactions. In a private network, there are a few technical methods
provided by Geth to solve this problem, e.g., whitelist IP, set maxpeers; more details
in [86].
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Conclusion

We have proposed an effective framework to build a private Ethereum network for
smart grid with an own private Ethereum network and essential hardware of a smart grid
at the home electrical system. The AES-256-CTR standard is applied to pre-encrypt raw
data and a smart contract for authentication has been proposed. Then, we have shown
how to improve the efficiency of a practical smart grid setup and our verification system
can obtain throughput of 50.08 tx/s and latency of 2.7 seconds at an uncle rate of 3.03%.
These results clearly show that our proposed framework can outperform the original setup
for a private Ethereum network. Moreover, this framework can be applied to any system
used to store data in the Ethereum network with any scale. In the future, other factors,
e.g., the number of nodes, transaction size, will be investigated to fully evaluate a private
Ethereum network.
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PROBLEM 4: Collaborative Learning for Cyberattack Detection
in Blockchain Networks

Introduction

Blockchain [91, 92] has been emerging as a novel technology in storing and managing
data with many advantages over conventional data management systems. In particular,
unlike traditional centralized data management solutions, blockchain technology allows
data to be stored in a distributed manner across multiple nodes. In this way, data can be
accessed and processed simultaneously at multiple nodes, and thus avoiding the problem
of bottlenecks and single point of failure. More importantly, one of the most important
features of blockchain technology is to enable data to be stored in blocks, and once a block
of data is verified and placed in the chain, it cannot be modified and/or deleted. In this
way, the data’s integrity can be protected thanks to outstanding features of blockchain,
e.g., decentralization, immutability, auditability, and fault tolerance [91]. As a result,
there are more and more applications of blockchain technology in our lives including
finance, healthcare, logistics and IoT systems [91–93].

Due to the rapid success with a wide range of applications in most areas, especially in
money transfer and cryptocurrency, blockchain-based systems have been becoming targets
of many new generation cyberattacks. For example, in September 2020, KuCoin, a crypto
exchange based in Singapore, announced that its system was hacked and the hackers stole
over $281 million worth of coins and tokens [94]. In May 2019, Binance, one of the biggest
cryptocurrency exchange companies in the world, reported to be hit by a major security
incident. In particular, the hackers did break the exchange’s security system and withdraw
over 7,000 bitcoins from digital wallets, causing a total loss of approximately $40 million
for the customers [94]. Most recently, in January 2022, Chainalysis reported that North
Korean hackers performed seven attacks into cryptocurrency platforms and stole nearly
$400 million from digital assets in 2021 [95]. Although most of current attacks target
on virtual money exchange systems, a number of blockchain applications in critical areas
such as healthcare [96] and food supply chains [97] could be potential for attackers in the
near future. These attacks, if happen, not only cause huge losses on our assets, but can
also lead to many serious issues related to human health and lives. Therefore, solutions to
detect and prevent attacks in blockchain networks are becoming more urgent than ever.

In network security, Machine Learning (ML) has been being considered as the
most effective solution to detect cyberattacks with very high accuracies [98–100]. The
main reasons for the outstanding advantages of using ML for intrusion detection prob-
lems compared with other conventional detection methods such as signature-based and
abnormally-based are threefold. First, unlike conventional intrusion detection solutions
which are usually designed to detect a specific type of attack (e.g., virus, trojan, spam
and botnet), ML solutions allow to detect many types of attacks at the same time with
very high accuracies. For example, Deep Learning (DL) allows to detect cyberattacks in
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industrial automation and control system with an accuracy of up to 97.5% [101]. Second,
while traditional solutions are often designed to detect known attacks, ML allows to de-
tect attacks that have never been detected and reported before. For example, in [102],
the authors showed that their DL model can detect attacks such as, the DDoS attack
of Mirai and BASHLITE botnets, even though such types of attacks have never been
learned/trained before by this model. Last but not least, ML algorithms, especially DL,
can be deployed effectively, quickly and flexibly. For example, after a deep neural network
is trained, it can be deployed in different intrusion detection systems at the same time
to detect cyberattacks quickly with high accuracies. In addition, when data about new
types of attacks is available, we can easily update new versions of deep neural networks
through transfer learning techniques [103].

As a result, ML has been considering as a highly-effective solution to detect the
cyberattacks for blockchain networks [104]. In particular, in [105], the authors proposed to
use Random Forest and XGBoost to detect attacks in a blockchain-based IoT system. The
results show that this solution can identify different types of attacks and normal behaviors
with an accuracy of up to 99%. However, they only tested their results on the BoT-IoT
dataset that is not real blockchain traffic. Similarly, in [106], the authors proposed an ML-
based method, called bidirectional long short-term memory (BiLSTM) to detect attacks
in an IoT network before the data is stored in the blockchain network. Although the
results also showed that they can detect different kinds of attacks with an accuracy of up
to 99%, they were validated only on conventional network datasets such as UNSW-NB15
and BoT-IoT datasets. These datasets are collected in conventional computer networks
and thus cannot reflect actual traffic in blockchain networks. In particular, these datasets
have just general attacks in computer networks without specific attacks in blockchains,
e.g., changes in blockchain transactions, incorrect consensus protocol or the break of the
chain of blocks.

To the best of our knowledge, there are only few works that consider to use the real
blockchain traffic, e.g., try to generate artificial data or try to create data to simulate an
attack for blockchain networks to train ML models such as [107–109]. Specifically, in [107]
the authors proposed a method to collect blockchain traffic data. First, they captured
traffic samples from a public Bitcoin node and used them as the normal network data.
Then, for the malicious traffic data, the authors performed DoS and Eclipse attacks on a
target device (this device was created to become a node in the Bitcoin network). After
that, the collected data was used to train an autoencoder deep learning model. This
solution showed an accuracy of attack detection up to 99%. In [108], the authors used a
public dataset and a private dataset from their testbed. Then, they proposed to use a Long
Short-Term Memory Network (LSTM) to learn the properties of normal samples in the
datasets. After that, they deployed a Condition Generative Adversarial Networks (CGAN)
model to generate the artificial Low-rate Distributed DoS (LDDoS) attack samples for
their blockchain dataset. The results showed the accuracy of classification up to 93%.
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In addition, in [109], the authors performed a DDoS attack namely Link Flood Attack
(LFA) on a the simulation Ethereum network and collected the traceroute records of the
network in both normal and attack behaviors. After that, the authors used the Recurrent
Neural Network (RNN) to analyze the traceroute records to identify the attacks in the
network. The results showed that the attack detection rate can achieve nearly 99%.

From all the above works and others in the literature, we can observe two main
challenges for ML-based intrusion detection systems in blockchain networks which still
have not been addressed. In particular, the first challenge is lacking of a synthetic data
from laboratories for training ML models. Most of current works, e.g., [105] and [106] are
using conventional cybersecurity datasets (e.g., UNSW-NB15 and BoT-IoT) to train data.
However, these datasets were not designed for blockchain networks, and thus they are not
appropriate to use in intrusion detection systems in blockchain networks. Other works,
e.g., [107–109], tried to build their own datasets for blockchain networks, e.g., by obtaining
the normal samples from the Bitcoin network [107], creating simulation experiment to
detect the LFA [109] and generating artificial attack samples by CGAN [108]. However,
these methods have several issues. First, normal samples of transactions from the Bitcoin
network may include attacks from public blockchain network, but all collected data are
classified and labeled to be normal data. Second, the simulation experiment in [109]
was to generate traceroute records only for the LFA so they cannot extend to other
attacks. Furthermore, it is difficult to evaluate the effects of artificial attack samples
in [108] whether they can simulate a real attack into blockchain network or not. The
another challenge we can observe here is that all of current ML-based intrusion detection
solutions for blockchain networks are based on centralized learning models, i.e., all data
is collected at a centralized node for training and detection. However, this solution is not
suitable to deploy in blockchains as they are decentralized networks. Specifically, nodes
in blockchain networks may have different data to train and due to privacy concerns,
they may not want to share their raw data to a centralized node (or other nodes) for
training processes. Moreover, sending a huge amount of data to the network will not only
cause excessive network traffic, but also risk compromising the data integrity of blockchain
networks.

This work aims to address the aforementioned challenges by first introducing a
novel intrusion detection dataset named BNaT which stands for Blockchain
Network Attack Traffic, created from a real blockchain network in our laboratory
and then proposing an effective decentralized collaborative machine learning framework
to detect intrusions in the blockchain network. Specifically, to develop BNaT, we first
setup and implement a blockchain network in our laboratory using Ethereum (an open-
source blockchain software) and perform intensive experiments to generate blockchain
data (including both normal and malicious traffic data). The main objectives of producing
BNaT dataset are fourfold. Firstly, we collect the BNaT in a laboratory environment to
have “clean” data samples (i.e., to ensure that the obtained data is not corrupted, error
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and/or irrelevant), that is especially important for training ML models. Secondly, the
BNaT can be easily extended to include to new kinds of blockchain attacks, e.g., 51%
or double spending attacks. Thirdly, we perform experiments with real attacks in the
considered blockchain network, and thus the BNaT can reflect better the actual attack
behavior of network than simulations or by artificial attack data generated by GAN in the
literature, e.g., [108]. Fourthly, we collect the data in different blockchain nodes to have
a complete view of effects when the attacks are performed in a decentralized manner.
After that, we develop a highly-effective collaborative learning framework to make it
more effective in deploying in blockchain networks to detect attacks. In particular, in
our proposed learning framework, working nodes in the blockchain network (e.g., mining
nodes) can be used as learning nodes to collect blockchain data (e.g., observing its own
traffic and classifying data). However, unlike centralized learning models, these nodes will
train their learning models by using their own datasets instead of sending their datasets
to a centralized node for processing. After that, these nodes can share their trained
models to other nodes in the network to improve the accuracy of the trained models. In
this case, even the nodes do not need to share their raw data, they still can learn useful
information from other nodes in the network through extracting information from shared
trained models. The main contributions of this work can be summarized as follows.

• We set up experiments in our laboratory to build a private blockchain network
with the aims of not only obtaining real blockchain datasets, but also testing our
proposed learning model in a real-time manner. To the best of our knowledge, this is
the first dataset obtained from a laboratory for studying cyberattacks in blockchain
networks, and thus we expect that our proposed BNaT dataset can promote the
development of ML-based intrusion detection solutions in blockchain networks in
the near future.

• We build an effective tool named Blockchain Intrusion Detection (BC-ID) to collect
data in the blockchain network. This tool can extract features from the collected
network traffic data, filter attack samples in network traffic, and exactly label them
in a real-time manner.

• We propose a collaborative decentralized learning model to not only improve the ac-
curacy of identifying attacks, but also effectively deploy in decentralized blockchain
networks. This model enables nodes in the network to effectively share their trained
models to improve cyberattack detection efficiency without sharing their raw data.

• We perform both intensive simulations and real-time experiments to evaluate our
proposed framework. Both simulation and experimental results clearly show out-
performance of our proposed framework compared with other baseline ML meth-
ods. Furthermore, our results reveal some important information in designing and
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implementing learning models in blockchain networks in practice, e.g., real-time
monitoring and detecting attacks.

Blockchain Network: Fundamentals and Proposed Network Model

Blockchain

Blockchain is a novel method in storing and managing data in a decentralized man-
ner. In a blockchain network, multiple nodes are used to simultaneously process and
store data. In particular, when a node in the blockchain network receives transactions
(e.g., money exchange in the Bitcoin network), it will gather all the transactions and put
in a block. This node will then start a mining process to find a “nonce” value for this
block. It is important to note that thanks to the feature of the hash function, there is
only a small set of satisfying nonce values for a block, and these values can only be found
through an intensive searching process [66]. This mining process is a special process of
blockchain networks to provide proofs for validated blocks, and thus this tamper-proof
can significantly enhance security for blockchain networks. After the node finds the nonce
value for the mining block, this new block will be broadcast and verified by other nodes
in the network. Finally, if this block is verified, it will be put to the chain (linked to
the hash value of the previous block inside its header). After the block is added to the
chain, it is nearly impossible to change information in this block, and thus this property
can guarantee the immutability of the blockchain. Another aspect of blockchain is trace-
ability due to infeasible collision of the hash function, and thus any transaction or block
can be tracked correctly. In summarize, blockchain can be termed as a decentralization,
immutable, traceable, and time-stamped digital data chain (ledger).

Designed Blockchain Network at our Laboratory

In order to launch a blockchain network, there are two main kinds of blockchain
nodes namely full node and bootnode. Firstly, full nodes take responsibility to store the
ledger, participate in the mining process, and verify all blocks and states. Furthermore,
they can be used to serve the network and provide data on request, e.g., netstats, which
is a visual interface for tracking Ethereum network status (e.g., the block number, mining
status and the number of pending transactions). Secondly, bootnode is a lightweight
application used for the Node Discovery Protocol. The bootnodes do not synchronize
blockchain ledger but help other Ethereum nodes discover peers to set up Peer-to-Peer
(P2P) connections in the network.

The system model together with essential components of our designed blockchain
network are set up as illustrated in Fig. 25. Specifically, the model includes K full nodes
which are used to receive transactions, mining blocks, and keep the replica of ledger.
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These nodes continuously synchronize their ledgers together by the P2P protocol with
equal permissions and responsibilities for processing data [66]. In order to connect them
together, a management node, known as bootnode, is setup. The full nodes connect and
interrogate this bootnode for the location of potential peers in the blockchain network.
After being connected, each full node can collect data (i.e., transactions) from its network.
Transactions can come from different blockchain applications such as cryptocurrency,
smart city, food supply chain, and IoT. First, when transactions are sent to a full node,
they will be verified and packed into one block. After the node finds the nonce value for
this block, it will broadcast the block together with this nonce value to other nodes in the
network for verification. Finally, if the block is verified by majority nodes in the network,
it will be added to the chain.

At our laboratory, we design a private blockchain network based on the Ethereum
blockchain network. This network also uses the Proof-of-Work (PoW) consensus mech-
anism, but the block confirmation time is significantly faster than the older version in
Bitcoin. Furthermore, the smart contract layer of Ethereum is suitable for flexible pur-
poses of decentralized environments as mentioned above. In addition, at each node, several
attacks, that can cause serious damages in the public blockchain network, will be consid-
ered. We then capture the traffic data to analyze their impacts on the blockchain network
using BC-IDS. Note that, in practice, there is no software which supports automati-
cally capturing the blockchain network traffic so far. Therefore, we have to analyze the
blockchain network traffic data by using the Wireshark [110] and build a new collection
tool, namely BC-IDS (more details will be explained in Section ??). In this way, we can
observe effects of these attacks on different nodes in the blockchain network.

Proposed Cooperative Learning Model

In this section, we introduce our proposed collaborative learning model which can
collaborate to effectively and decentralizedly detect attacks in the blockchain network.
Our proposed model aims to leverage knowledge learned from all the nodes in the net-
work without revealing their raw data. To do so, we first design a framework in the
decentralized blockchain network in which each participated learning node (i.e., fullnode
in the blockchain network) will use a deep learning model (we will explain more details
in the next section) to learn from its collected data and then share its trained model to
a Centralized Server (CS). The CS can be a bootnode or any full node in the blockchain
network. After that, the CS will aggregate all the trained models and send the aggre-
gated model (i.e., the global model) back to the participated learning nodes. By doing
this process iteratively, the learning nodes can gradually update their deep learning mod-
els and finally can reach the convergence (to the global training model). In this way,
we can not only improve the accuracy of detecting cyberattacks in blockchain network
but also eliminate the risks of exposing data over the network. Fig. 25 describes our
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proposed framework for intrusion detection in the blockchain network. In this design, all
the blockchain nodes can quickly detect and prevent attacks to them. In addition, thanks
to the advantages of our proposed machine learning model, our framework can detect
attacks very quickly with very high accuracies (more details and results will be explained
in Section (1)). Therefore, our proposed model can perform offline training and real-time
detection to quickly and efficiently prevent attacks in decentralized blockchain networks.

Proposed collaborative learning model for intrusion detection in
blockchain network

In our proposed collaborative learning model, full nodes in the blockchain networks
will be used as Learning Nodes (LNs) to learn data and share their learned knowledge to
improve learning performance for the whole network. At each learning node, we propose
to use a deep neural network to learn useful information from its collected data. Then,
the learning nodes will share their trained learning models to the CS. After that, the CS
will calculate the aggregated model (i.e., the global model) and share this model back
to the LNs. When a learning node receives this aggregated model from the CS, it will
integrate with its current learning model and train its local dataset. This process will be
repeated until convergence or reaching a predefined maximum number of iterations. To
the end, we can obtain the global learning model for all the learning nodes.

In our proposed model, each blockchain node has a set of local collected data, and
we propose a deep neural network (DNN) using Deep Belief Network (DBN) to better
learn knowledge from this data. The DBN is a type of deep neural network that is
used as a generative model of both labeled and unlabeled data. Therefore, unlike other
supervised deep neural networks which use labeled data to train the neural networks
(e.g., convolutional neural networks [64]), the DBN has two stages in the training process.
The first stage is the pre-training process where the DBN trains its neural network with
unlabeled dataset. The second stage is fine-tuning process where DBN uses labeled dataset
to train its neural network. Thereby, the DBN can represent better the characteristics
of dataset, and thus it can classify the normal behavior and different types of attacks
with very high accuracies. In addition, the DBN includes multiple Restricted Boltzmann
Machines (RBM) layers for latent representation [111]. In the DBN training process, the
current layer generates latent representation by using latent representation of previous
layer as the input. Unlike other deep neural networks which also can process both labeled
and unlabeled data (e.g., autoencoder deep learning network [64]), the DBN optimizes the
energy function of each layer to have better latent representations of data on each RBM
layer in each iteration. Thereby, the DBN is more appropriate to analyze the blockchain
network traffic where the samples and features have relatively coherence with each other.

The whole processes of DBN are illustrated in Fig. 26. Like other DNNs, the struc-
ture of DBN has three layers including an input layer, an output layer and multiple hidden
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layers. As can be seen in Fig. 26, the Gaussian Restricted Boltzmann Machines (GRBM)
layer, a type of RBM which can process real values of data, is the input layer to receive
and transform the input data into binary values. We denote k = {1, ..., K} as the number
of learning nodes in the collaborative learning model, vk and hk to be the vectors of
visible and hidden layers of LN-k, respectively. In addition, M and N are the numbers
of visible and hidden neurons of GRBM, and M ′ and N ′ are the numbers of visible and
hidden neurons of RBM. As defined in [112] the energy functions of GRBM and RBM of
LN-k are defined as follows:

Ek
GRBM(vk,hk) =

M∑
m=1

(vkm − b1,m)
2

2ϵ2m
−

M∑
m=1

N∑
n=1

wm,nh
k
n

vkm
ϵm
−

N∑
n=1

b2,nh
k
n, (21)

Ek
RBM(vk,hk) = −

M ′∑
m=1

b1,mv
k
m −

M ′∑
m=1

N ′∑
n=1

wm,nvmh
k
n −

N ′∑
n=1

b2,nh
k
n, (22)

where wm,n is the weight between visible and hidden neurons, b1,m and b2,n indicate the
bias of visible and hidden neurons, respectively, and ϵm represents the standard deviation
of the neuron in the visible layer. From the energy functions, we can find the probability
that is used in the visible layer of DBN [112] as follows:

pk(vk) =

∑
hk e−E(vk,hk)∑

vk

∑
hk e−E(vk,hk)

. (23)

Then, we use the probability in (23) to calculate the gradients of each layer with
the expectation value ⟨.⟩ as follows [112]:

∇gkm,n =
∂ log pk(vk)

∂wm,n

= ⟨vkmhk
n⟩dataset − ⟨v

k
mh

k
n⟩model. (24)

After learning with multiple GRBM and RBM layers, we define Xg,r
k as the output

of the last hidden layer of LN-k. In this work, the output layer utilizes the softmax
regression function to classify the data samples based on the probability. We denote W o

and bo as the weight matrix and bias vector between the output and the last hidden layer,
respectively. We then can define the probability of the output Z belonging to Class-t
as follows:

pok(Z = t|Xg,r
k ,W o, bo) = softmax(W o, bo) =

eW
o
tX

g,r
k +bot∑

n e
W o

nX
g,r
k +bon

, (25)

where t ∈ {1, ..., t, ..., T} is a class of the output and T refers to the total classes (including
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different types of attacks and normal behavior). The prediction Z of the probability po is

Zk = argmax
t

[pk(Z = t|Xg,r
k ,W o, bo)], (26)

where Z is the output prediction from Z. Then, we can calculate the gradient between
the output layer and the last hidden layer from (25) as follows:

∇gok =
∂pok(Z = t|Xg,r

k ,W o, bo)

∂W o . (27)

After that, the results of (24) and (27) are used to calculate the total gradient ∇gtk
of DBN with multiple GRBM, RBM layers and the output layer of LN-k as follows:

∇gtk =
∑
vk,hk

∇gGRBM
k +

∑
vk,hk

∇gRBM
k +∇goutputk

=
∑
vk,hk

M∑
m=1

N∑
n=1

∇gkm,n +
∑
vk,hk

M ′∑
m=1

N ′∑
n=1

∇gkm,n +∇gok.
(28)

In the training process, the DBN first trains its neural network with unlabeled data
for pre-training. Then, DBN uses its labeled data to fine-tuning its neural network. At
this stage, the DBN of LN-k calculates its gradient ∇gtk. After that, this gradient is sent
to the CS to create an updated global model for all LNs as illustrated in Fig. 27. For
example, at iteration i the CS receives gradients from all K LNs, the CS first performs
the average gradient function [113] as follows:

∇g∗ = 1

K

K∑
k=1

∇gtk. (29)

We then denote φi as the global model at iteration i which includes the weight
matrix for all layers of the LN’s deep learning model, and µ represents the learning rate.
From (29), the CS can calculate a new global model at iteration i+ 1 as follows:

φi+1 = φi + µ∇g∗. (30)

Next, the CS sends the latest global model φi+1 to the LNs to update their deep
learning models. This process is repeated until it reaches the convergence or gets the
maximum number of iterations. At this time, we can find the optimal global model φopt

that includes the optimal weights of all layers. We denotes W o
opt as the optimal weight

matrix between the output layer and the last hidden layer from φopt, the output prediction
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Algorithm 4 The classification-based collaborative learning algorithm
1: while i ≤ maximum number of iterations or the training process is not converged do
2: for ∀k ∈ K do
3: DBN of LN-k learns Xk and produces Zk.
4: Calculate gradient ∇gtk.
5: Send ∇gtk to CS.
6: end for
7: CS calculates average gradient ∇g∗ and global model φi.
8: i = i+ 1.
9: CS updates global model φi+1.

10: CS sends global model φi+1 to all LNs.
11: LNs update their DBNs.
12: end while
13: DBN of LNs predict and classify Zk from the training dataset Xk with the optimal

global model φopt .

Zk of LN-k thus can be calculated as follows:

Zk = argmax
t

[pk(Z = t|Xg,r
k ,W o

opt, b
o)]. (31)

From (31), the softmax regression of each LN can classify its the blockchain network
samples to be normal behavior or a type of attacks. Algorithm 4 summarizes the process
of our proposed collaborative learning model.

Experiment Setup, Dataset Collection and Evaluation Method

This section will explain more details about experiment setup, data collection, and
feature extraction over our designed blockchain system.

Experiment Setup

In our experiments, we setup a small-scale Ethereum blockchain network in our lab-
oratory which includes three Ethereum full nodes, an Ethereum bootnode and a netstats
server. All these nodes are connected to a Cisco Switch Catalyst 2950 as illustrated in
Fig. 28. The details of these nodes are as follows:

• Ethereum full nodes are launched by Geth v1.10.14 [114] - open-source software
for implementation of the Ethereum protocol. These nodes share the same initial
configuration of genesis block, i.e., PoW consensus mechanism, 8,000,000 gas for
block gas limit, initial difficulty 1,000,000. Each node is running on a personal
computer with processor Intel Core i7-4800MQ @2.7 GHz, RAM of 16 GB.
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• Bootnode is also created by Geth v1.10.14 and connected to all the three Ethereum
nodes.

• Ethereum netstats is launched by an open-source software named “eth-netstats” on
Github [115].

The normal traffic data is configured with the three trustful servers, while an attack
device will execute abnormal/malicious activities to the blockchain network traffic. Each
trustful server takes responsibility for generating data and sending transactions to the
corresponding Ethereum node in its network as visualized in Fig. 28. In summary, in the
normal state, the following tasks are scheduled or randomly occur in the network:

• The servers are scheduled to send transactions.

• The users call functions in the deployed smart contracts to explore the ledger. Be-
sides transaction-related functions, the users also send requests to the Ethereum
nodes for tracking their balances or status of miners. Both of these works are
randomly made by HTTP requests to the Ethereum node API (Application Pro-
gramming Interface).

• Ethereum nodes broadcast transactions and mined blocks to synchronize their ledgers.
The packets of bootnode are also included in this field.

• WebSockets and JSON-RPC are used when netstats get information from Geth

clients.

• HTTP requests and replies to view netstats interface and results of cyberattack
detection.

Data Collection and Feature Extraction

In this section, we consider network layer aspects of the permissionless blockchain [116,
117] to detect cyberattacks in blockchain network. In general, the goals of an adversary
are usually the monetary benefit, e.g., chain splitting, and wallet theft, or stability of
the network, e.g., delay and information loss. Hence, in our network, we perform three
specific types of cyberattacks that have been reported in blockchain networks, i.e., the
brute password for wallet theft, denial of service for information loss, and flooding of
transactions for consensus delay. More details are as follows:

• Brute Password (BP) attack : is derived from traditional cyberattack when hackers
perform such attacks to steal blockchain users’ accounts. In this way, the hackers
can access the users’ wallets and steal their digital assets of the users. As mentioned
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Table 20: Features of the designed dataset.

# Features name T Description

Basic features

1 duration C length of the connection
(seconds)

2 protocol_type D type of the protocol
(i.e., tcp, udp, icmp)

3 service D network service
(e.g., http, ssh, etc)

4 src_bytes C number of data bytes
from source to destination

5 dst_bytes C number of data bytes
from destination to source

6 flag D normal or error status
of the connection

Statistical features
Features refer to source IP-based Statistical

7 count C
number of connections to
the same source IP
as the current connection

8 srv_count C
number of connections to
the same service
as the current connection

Features refer to these same source IP connections
9 serror_rate C % of ‘SYN’ errors connections
10 same_srv_rate C % of same service connections

11 diff_srv_rate C % of different services
connections

Features refer to these same service connections
12 srv_serror_rate C % of ‘SYN’ errors connections
13 srv_diff_host_rate C % of different host connections
Features refer to destination IP-based Statistical

14 dst_host_count C
number of connections to
the same destination IP
as the current connection

15 dst_host_srv_count C
number of connections to
the same service as
the current connection

Features refer to these same destination IP connections
16 dst_host_same_srv_rate C % of same service connections

17 dst_host_diff_srv_rate C % of different services
connections

18 dst_host_same_src_port_rate C % of same both source port
and destination IP connections

19 dst_host_serror_rate C % of ‘SYN’ errors connections
Features refer to these same service connections
20 dst_host_srv_diff_host_rate C % of different host connections
21 dst_host_srv_serror_rate C % of ‘SYN’ errors connections

in Section ??, the BP attack on KuCoin caused the loss of up to $281 million [94].
To perform this attack, the attacker retries passwords of an Ethereum public key
until it finds out the correct login information.

68 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

• Denial of Service (DoS) attack : is also another common type of attack in blockchain
networks as it can be easily performed to attack blockchain nodes. For such kind
of attack, the attackers will launch a huge amount of traffic to a target blockchain
node in a short period of time. Consequently, the target node will not be able to
work as normal, i.e., mining transactions, and even be suspended. In the real-world,
Bitfinex [118] was temporarily suspended due to such kind of attack. Thus, in our
setup, a simple DoS attack is simulated, i.e., an SYN flood attack, by repeatedly
sending initial connection request (SYN) packets to an Ethereum node.

• Flooding of Transactions (FoT) attack : targets delay the PoW blockchain network
by spamming the blockchain network with null or meaningless transactions. When
the number of transactions per second in the Ethereum network suddenly hits the
top, a mining node may face two following issues, i.e., too much traffic (similar
as that of DoS), and the queue of pending transactions is full. It equates to the
unnecessary time burden for mining process and block propagation [119]. In 2017,
the Bitcoin mempool size was exceeded 115,000 unconfirmed transactions which
led to $700 million worth of transaction stall [117]. In our work, FoT attack is
implemented by continuously sending a large number of transactions to an existing
smart contract.

In order to capture traffic data of these attacks, we build a dataset collection tool,
named BC-IDS, which inherits the core of an open-source utility named “kdd99 feature
extractor” [120] and our new designs to fit the considered Ethereum network, i.e., correct
the service of packets related to Ethereum nodes, remove meaningless features, and au-
tomate label dataset samples based on some given properties. Especially, our goal is to
achieve a trained model that can be applied to our proposed real-time blockchain attack
detection system, when the number of samples in a prediction frame is limited. Thus,
the BC-IDS collects the dataset frames in which each frame lasts for 2 seconds and ex-
tracts their features. The BC-IDS then puts all collected data in this frame into a single
file. Finally, we merge all single files together to make the full dataset. In summary, Ta-
ble 20 shows 21 features in the designed dataset, which are separated into two types, i.e.,
discrete (D) and continuous (C). For continuous features, they are calculated in 2 seconds
time window (similar to that of the famous KDD99 dataset [121]).

In each Ethereum node, the separated dataset is collected in four states (classes),
i.e., normal state (Class-0), BF attack (Class-1), DoS attack (Class-2), and FoT at-
tack (Class-3). The normal state is captured in two hours, the rest of them in an hour
through the designed BC-IDS tool. Note that, when a node is attacked, the normal traffic
still exists. Therefore, the attack samples can be filtered out by features-based two prop-
erties, i.e., the src_ip and dst_ip of the attack device, service, src_length, and dst_length
of the samples, which are analyzed by Wireshark [110]. To improve the diversity of the
designed dataset, the normal traffic data in the attack state is mixed with traffic data
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Table 21: The number of samples in the designed dataset.

Class

Ethereum
node

Node-1
(samples)

Node-2
(samples)

Node-3
(samples)

Normal 30,000 30,000 30,000
BP 3,000 3,000 3,000
DoS 3,000 3,000 3,000
FoT 3,000 3,000 3,000

in the normal state. In our experiments, a number of random samples in each state are
selected to reduce the size of the bulk dataset as shown in Table 21. In fact, we mix
normal traffic data in an equal ratio, i.e., 7,500 samples per normal state, normal traffic
data at BF, DoS, FoT, respectively.

Fig. 29 illustrates the visualization of our designed dataset using t-Distributed
Stochastic Neighbor Embedding (t-SNE) [122] with three most important components.
In 3D view, the DoS and FoT attack samples show a fairly clear separation from normal
state points. Otherwise, the BP attack samples collide with the normal state samples.
This indicates that discriminating BP samples from the normal data points would be
significantly challenging.

Evaluation Method

The confusion matrix with accuracy, precision and recall proposed in [62, 63] is
widely used to evaluate the performance of many machine learning systems. We denote
TP, FP, TN, FN to be “True Positive”, “False Positive”, “True Negative”, and “False Neg-
ative”, respectively. The accuracy of total system with T classes of normal behaviors and
different types of attacks as follows:

Accuracy =
1

T

T∑
t=1

TPt + TNt

TPt + TNt + FPt + FNt

. (32)

In the next section, we also use the accuracy, precision, recall to evaluate and com-
pare the performance of our proposed Collaborative Learning model (proposed CoL) with
two other baseline methods, i.e., Centralized Learning model (CeL) and Independent
Learning model (IL).

Simulation Results

In this section, we use the collected datasets of three nodes described in aforemen-
tioned section for the corresponding LNs. The dataset of each LN is randomly split into
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Table 22: Simulation results.

2 Learning Nodes (LNs) 3 Learning Nodes (LNs)

Proposed CoL CeL IL Proposed CoL CeL IL
LN-1 LN-2 LN-1 LN-2 LN-3

Accuracy 97.780 97.923 96.444 96.175 97.609 97.507 96.034 95.788 95.225
Precision 95.497 95.946 92.713 93.145 95.317 94.894 91.630 92.514 90.583
Recall 95.560 95.846 92.889 92.350 95.219 95.014 92.068 91.575 90.450

training and testing dataset. All LNs use DBN with the same structure of neural network
for learning and detecting attacks. However, the LNs have to work in different learning
models in various scenarios. Each LN has itself training and testing dataset, and thus we
can use these datasets to evaluate and compare the performance of the proposed CoL,
the CeL and the IL in different scenarios.

We present the simulation results with the dataset of LNs in different learning mod-
els. The details of datasets using for simulation are as follows:

• Proposed Collaborative Learning Model (proposed CoL): Each LN learns
its training dataset and performs collaborative learning with other LNs to generate
the global model. Then, we use the global model to test the merged testing dataset
of all participated LNs.

• Centralized Learning Model (CeL): The centralized node (e.g., one of the min-
ing node in the network) is assumed to be able to collect data from all the nodes
in the network and train the deep learning model on the collected datasets. Then,
we use the trained model to test data based on the merged testing dataset of all
participated LNs.

• Independent Learning Model (IL): Each LN learns its training dataset without
sharing knowledge with other LNs. Then, we use this model to test data based on
the merged testing dataset of all participated LNs.

Fig. 30 describes the convergence of the proposed CoL, the CeL and the IL (in
terms of accuracy) of three LNs in the training process. The proposed CoL is obtained
at the LN-1 after obtaining the global model. The CeL has a large number of training
samples from three LNs so it can reach the convergence with around 97% accuracy after
300 epochs. Besides, the proposed CoL and the IL converge nearly the same after 750
epochs. After 10,000 learning epochs, we can observe that the proposed CoL has a higher
accuracy compared with that of the IL (i.e., 98% vs 96%). The reason is that the proposed
CoL can obtain the exchange knowledge from DL models of other LNs. Thereby, it can
achieve similar performance as that of the CeL.

Table 22 presents the simulation results in two cases, i.e., two participated LNs and
three participated LNs. In both cases, we can observe the same trend when the accuracy,
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Table 23: Real experimental results.

2 Learning Nodes (LNs) 3 Learning Nodes (LNs)
Proposed CoL CeL Proposed CoL CeL
LN-1 LN-2 LN-1 LN-2 LN-1 LN-2 LN-3 LN-1 LN-2 LN-3

Accuracy 97.520 97.342 97.164 97.186 97.582 97.383 96.693 96.709 96.976 96.429
Precision 95.796 95.830 95.765 95.926 96.253 96.081 94.718 93.985 94.662 93.172
Recall 95.040 94.685 94.328 94.373 95.164 94.765 93.387 93.418 93.951 92.859

precision and recall of the proposed CoL are higher than those of the IL and nearly equal
to those of the CeL. In particular, the accuracy of the proposed CoL is higher than that
obtained by LN-1 in IL (approximately 1.5%) and the precision of the proposed CoL
is nearly 4% higher than that obtained by LN-1 in IL in the case of three participated
LNs. These results demonstrate that the proposed CoL can exchange knowledge with
other LNs to improve its ability of detection, so it can achieve better performance in
classifying attacks in the blockchain network than those of the IL. It also demonstrates
that the learning model of IL should not be used to classify the data of other LNs. In
addition, without sharing LN’s dataset to a center node for training (e.g., a cloud server),
the proposed CoL can achieve nearly the same accuracy as those of the CeL in all the
scenarios.

Experimental Results

In this section, we present the experimental results obtained through real-time ex-
periments at our laboratory. In this experiment, each blockchain node is installed a
learning model to become an LN. Each LN learns its local dataset and then performs
real-time attack detection in the blockchain network. We consider the scenario of two
LNs and three LNs with the proposed CoL and the CeL. In the training process, the
proposed CoL and the CeL are fed with the similar datasets as explained in the previous
section. We then implement the trained model to all the participated LNs to perform
real-time attack detection for both learning models in the testing process.

Real-time capturing and processing

In a real-time system, the cyberattack detection system continuously receives a
number of the Ethereum network traffic data. Therefore, the system has to perform
capturing, collecting frames, extracting features, analyzing and predicting within a period
of time, i.e, 2 seconds. Fig. 31 shows the timeline of the cyberattack detection program.
The data frame is exploited by our feature extractor function (Fe_Ex) of BC-IDS tool,
and this is input for the trained model to predict (Pred) and classify packets to be normal
or attack. All processes have to complete in 2 seconds before the next data frame of IP
packets coming. To verify the predicted results from the trained model, all frames and
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prediction results are stored. These frames are merged into a full validation dataset and
labeled by own designed BC-IDS. After that, these ground truth labels are compared
with the prediction results to obtain a validation report.

Performance Analysis

Table 23 presents the experimental results of the proposed CoL and the CeL with
different participated LNs. We obtain the same trends as those of the simulation results.
The results obtained by two and three learning models of both proposed CoL and CeL are
slightly lower than those of the simulations at about 0.2%. This is because each type of
attack has different distributions of attack samples in a period of time. Table 24 presents
the number of samples of each class collecting in 15 minutes. In this table, we can observe
that Class-1 has a very small number of samples during this period, this can lead to a low
accuracy in statistics for this class and reduce the total accuracy of the model. However,
our proposed CoL still has better performance than those of the CeL and LN-1 in the
three LNs case (i.e., up to 0.8% of accuracy, 2.3% precision and 1.7% recall). Overall, our
proposed CoL always achieves the best performance with approximately 97.5% accuracy,
95.7% precision and 95% recall with two LNs and 97.5% accuracy, 96.2% precision and
95.1% recall with three LNs. These results demonstrate that our proposed CoL can detect
attacks with higher accuracies for all participated LNs than those of CeL.

Real-time Monitoring and Detection Fig. 32 illustrates the real-time monitoring of
our proposed CoL for normal state and three types of attacks in the network. Fig. 32(a)
is the normal state (Class-0) of the network with a high number of normal samples and a
low number of attack samples. Then, the BP attack is performed, and Fig. 32(b) shows a
slightly increase in the number of BP attacks. This is because, the number of BP attack
samples is much smaller than other states in a period of time as in Table 24. In this
case, the detection mechanism is activated and alarms the network under the BP attack
(Class-1). Similarly, the DDoS attack in the network is described in Fig. 32(c) with a
high increase in the number of samples of DoS attack. Finally, Fig. 32(d) describes the
FoT attack. Unlike other attacks, the FoT attack includes a large number samples, thus
it increases both the number of normal and attack samples (above 300 traffic samples per
2 seconds) than other attacks (under 50 traffic samples per 2 seconds). Thereby, in all
the cases, we can observe that our proposed intrusion detection system can detect attacks
effectively in a real-time manner.

Real-time Processing Capacity In this experiment, we fix the number of input sam-
ples in our proposed model to find the maximum real-time processing capacity in cap-
turing and detecting attacks. Fig. 33 illustrates the real-time processing capacity of our
proposed model. The processing time τ is counted from the time our proposed model
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Table 24: The number of samples on Ethereum node 1 in an hour.

Class-0 Class-1 Class-2 Class-3
Number of samples 242,298 828 10,858 128,509
Percentage (%) 63.347 0.216 2.839 33.598

reads the file containing the samples, until completing classification and producing the
output. This work is repeated 20,000 times to determine the stability of the detection
time of our proposed model. We vary the number of input samples multiple times to
find the appropriate number that is adapted to the condition in Fig. 31. In most of the
cases (98%), our proposed framework can classify 85,000 samples with less than 2 seconds.
These results demonstrate that our proposed detection framework can be very potential
to deploy to detect attacks in real-world blockchain networks.

Conclusion

In this work, we have proposed a novel collaborative learning framework for a cyber-
attack detection system in a blockchain network. First, we have implemented a private
blockchain network in our laboratory. This blockchain network is used to (1) generate
data (both normal and attack data) to serve the proposed learning models and (2) vali-
date the performance of our proposed learning framework in real-time experiments. After
that, we have proposed a highly-effective learning model that allows to be effectively de-
ployed in the blockchain network. This learning model allows nodes in the blockchain
can be actively involved in the detection process by collecting data, learning knowledge
from their data, and then exchanging knowledge together to improve the attack detection
ability. In this way, we can not only avoid problems of conventional centralized learn-
ing (e.g., congestion and single point of failure) but also protect the blockchain network
right at the edge. Both simulation and real-time experimental results then have clearly
shown the efficiency of our proposed framework. In future, we plan to continue developing
this dataset with other emerging types of attacks and develop more effective methods to
protect blockchain networks.

74 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

          WAN     

HAN

HAN

NAN

WAN

HAN

HAN

NAN

Buiding with 
storage and 
solar panel

Bulk 
Gernertor

Tranmission

HAN : Home Area Node
NAN : Neighborhood Area Network
WAN: Wide Area Network

Distribution Station 
(Edge Computing 

Network)

Full Node

Full Node

Full Node

Full Node

Full Node
Full Node

Full Node
Boot Node

SM1 SM2 SM3

IoT Gateway
CPS200 RE

Our experiment setup at IDS AVITECH laboratory
(including: the HAN system, three Full Nodes, and a Boot Node)

Electrical
Loads

Electrical
Loads

Electrical
Loads

Buiding an Edge
Computing Node

Energy Market &
Incentive mechanism

Figure 20: Model of a smart grid in a smart city.

Figure 21: Our experiment system.

75 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

SM

id

timestamp

value

F        (id, keypri)

F (timestamp, 
keypri)

F (value, 
keypri)

Raw data

Raw data

Raw data

Raw data

Encrypted data

Encrypted data

Encrypted data

1. Data is encoded 
according to the smart 
contract’s ABI.
2. Send transaction to the 
smart contract’s address.

IoT Gateway CPS200 RE

Transaction

Private Ethereum 
network

Figure 22: Data flow from a smart meter to the private Ethereum network.

0.51 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Block interval (s)

10

20

30

40

50

60

70

80

90

A
v

e
ra

g
e

 n
u

m
b

e
r 

o
f 

tr
a

n
s

a
c

ti
o

n
s

 p
e

r 
s

e
c

o
n

d

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

A
v

e
ra

g
e

 U
n

c
le

 R
a

te
 (

%
)

avg transactions

avg Uncle rate

avg tx/s with 

the main Eth setup

avg Uncle Rate with

the main Eth setup

Figure 23: Performance by simulation: Throughput and uncle rate versus block interval.

76 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

1000 2000 3000 4000 5000 6000 7000

Block number

0

50

100

150

200

250

A
v

e
ra

g
e

 n
u

m
b

e
r 

o
f 

tr
a

n
s

a
c

ti
o

n
s

 p
e

r 
s

e
c

o
n

d

0

5

10

15

20

25

30

35

40

45

50

B
lo

c
k

 i
n

te
rv

a
l 
(s

)

avg transactions
block interval

Figure 24: Real experiment: Throughput and block interval in 7, 000 blocks at λ = 3.

Blockchain Full Node

Deep Learning Model

transaction

transaction

transaction

transaction

transaction

transaction

transaction

transaction

transaction

Transactions

Network-K

Transactions

Network-3

Transactions

Network-1

Transactions

Network-2

Device-1

Device-3 Device-K

Device-2

Blockchain Network

Figure 25: Proposed collaborative learning model for blockchain network.

77 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

GRBM RBM RBM

Input layer Hidden layers Output layer

Normal

BP

FoTBlockchain
Network Dataset

Deep Belief Network

DoS

Figure 26: The structure of classification-based for intrusion detection learning model for
the blockchain network.

DL model 1

Centralized Server (CS)

Data-1 Data-2 Data-K

DL model KDL model 2

Send local gradient
Send global model

Figure 27: The illustration of the collaborative learning between DL models and the CS.

78 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

Figure 28: Experiment setup.
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Figure 33: Histogram of real-time detection duration for 85,000 samples.
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PROBLEM 5: Learning-based Friendly Jamming with Imperfect
CSI for Security in MIMO Wiretap Channel

Introduction

Internet-of-Things (IoT) plays an essential role as a bridge to provide connectivity
and data collections in many areas such as manufacturing, healthcare, etc. When the data
exchange increase rapidly, it also raises cybersecurity issues such as data breach, man in
the middle, eavesdropping, etc. There are two main challenges related to IoT security.
Firstly, most IoT devices are wireless with a broadcast nature and thus more vulnerable
to security attacks than wire-line devices. Secondly, IoT devices have limited capability
in terms of computation and power, requiring low-complexity security solutions.

Conventional security solutions based on encryption techniques require infrastruc-
ture for the distribution of keys and the irreversibility of the underlying encrypted function
such as Advanced Encryption Standard (AES), Rivest-Shamir-Adelman (RSA). However,
those techniques rely on the computation limit of eavesdroppers, which may not guaran-
tee perfect secrecy when eavesdroppers have a sufficient computational capability [123].
Hence, when legitimate transceivers have limited capabilities, such as in the case of IoT
communication, as compared to eavesdroppers, legitimate communication links can be
easily exploited by eavesdroppers.

Another solution, called Physical Layer Security (PLS), has been well developed to
secure communication [124] based on random features of wireless channels. Two main PLS
techniques are Key and Signal-to-Noise Ratio (SNR) based techniques as reviewed in [125].
The former extracts channel state information (CSI) to generate random keys that can
be used for authentication purposes. The latter includes channel coding, channel-based
adaptation, and artificial noise-based security. In this work, we consider an artificial noise
technique or friendly jamming (FJ), wherein the transmitter uses a proportion of power
to transmit a noise signal to degrade the eavesdropper’s SNR while not impacting the
intended receiver’s SNR. Therefore, perfect secrecy can be achieved because there always
exists a communication rate called secrecy capacity which guarantees that no information
is leaked to the eavesdropper [126].

Most previous FJ studies (see for examples, [127–129]) assume that channel estima-
tion is perfect; however, this assumption is not practical. To deal with ImCSI, a method
in [130] uses second-order perturbation decomposition; however, this method requires high
computation when the number of antennas at the transmitter, receiver and eavesdropper
increase. Therefore, it is challenging to find a lightweight solution that is suitable for
scalable IoT networks and can maintain secrecy performance under ImCSI.

As discussed above, FJ-based methods are highly sensitive with ImCSI. Therefore,
we focus on dealing with the problem by incorporating a well-known deep learning model
called autoencoder (AE) with the conventional FJ approach. In MIMO communication,

83 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

AE aims to learn a representation (i.e. encoding) for a set of data and, from the encoding,
reconstructs a representation at the output close to the input[131, 132]. Our target is
to perform secrecy optimization in that learning process for FJ-based communication
security.

An AE-based security method over the Gaussian wiretap channel was proposed
in [133]. In this work, Eve is assumed to be equipped with a NN that can cluster the
constellation points with high probability. A coding scheme was proposed to make Eve
suffer a high block error rate (BLER). However, this method will be undermined when
the noise level at Bob is higher than that at Eve. In [134], using AEs to design finite
block length wiretap codes was proposed. Also, a multi-objective programming function
was proposed to simultaneously minimize the leakage of information to Eve and the BER
at Bob. This method has high complexity because the number of needed parameters
grows with the code parameters. Using AE for the MIMO Gaussian wiretap channel was
demonstrated in [135]. However, the channel matrices at Bob and Eve and the number
of antennas at Eve must be known as well. Besides, the learning in the above AE-
based methods for security must take into account all the communication blocks (encoder,
channel, decoder, etc.) from the input to the output (i.e. end-to-end learning) [136]. If
there is a way to apply the AE for some but not all blocks, the training time can be
shortened, especially, the method’s design can be more flexible.

Secrecy capacity is defined as the difference of mutual information (MI) between
the legitimate and illegitimate channels [124]. When the Eve’s CSI is uncertain, then
MI between Alice and Eve is not estimated accurately. Thus, we can only optimize MI
between legitimate transmit and receive signals that can enhance security performance.
Recently, mutual information neural estimation (MINE) has been proposed by Belghazi
et al. in [137] and proved to very efficiently optimize MI. From this seminal work, MINE
was applied to channel coding [138] by incorporating the MI maximization of channel
inputs and outputs into the encoding process. The performance of this method is com-
parable with that of end-to-end learning. It is worth noting that only the learning pro-
cess is not sufficient to guarantee the efficiency of the learning-based secrecy capacity.
The authors in [139] prove that combining AE and MINE can provide better transmis-
sion performance, including decoding error and throughput. Another approach based on
beamforming leverages the training process to produce beamformer [140] that can directly
optimize channel capacity.

Inspired by the works in [130, 133, 137, 139], and [140], we have proposed a new
FJ method for PLS using AE in case of ImCSI in [141] and, in this work, largely extend
it. However, unlike the approaches based on CSI or channel estimation’s error to cancel
out FJ at receiver, ours allows the intended transmitter (Tx) and receiver (Rx) learning
to null out the FJ signals while only degrading the eavesdropper channel. Further, we
leverage MINE to secure the AE-based communications when the channel’s distribution
is unknown. This method can provide comparable secrecy performance to that in [127].
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Our work has three main contributions as follows:

• We leverage the generalization features of neural networks to develop a MIMO FJ
scheme that is robust to ImCSI due to issues such as time varying channels or the
limited number of pilots [142]. Since DL-based communications frameworks have
powerful generalization ability concerning the input data sets, our proposed method
shows the competitive secrecy capacity compared to the conventional ones when the
channel varies or with CSI errors. For that, secrecy optimization will be embedded
into the learning process in cases of ImCSI.

• We leverage MINE-based FJ to demonstrate that it is possible to achieve a secu-
rity performance comparable with the conventional FJ method without CSI. The
training process is performed at the transmitter side to maximize the secrecy capac-
ity between the sampled Tx and Rx signals. Compared to end-to-end learning like
AE-based FJ, this security solution saves computation resources and saves energy
consumption at the receiver. This method will be applicable for IoT devices that
face resource constraints.

• This work also investigates the relationship between the MIMO secrecy optimiza-
tion and detection tasks. In other words, maximizing secrecy rate and minimizing
block/symbol error rate can be jointly optimized.

Notation: Vectors and matrices are denoted by bold lowercase and uppercase let-
ters. The absolute value of a real number, the magnitude of a complex number and the
complex conjugate transpose are, respectively, denoted by ∥·∥, |·| and (·)†. A complex
Gaussian random variable with mean µ and variance σ2 is denoted by CN(µ, σ2). The
expectation of a random variable X is denoted by E[X].

Friendly Jamming

We first introduce the background of FJ, which is a baseline in this work. Further,
AE-based MIMO communication and MINE is introduced because it is fundamental to
our proposed method.

Multiple-Input-Multiple-Output (MIMO) FJ Scheme

In the MIMO FJ scenario, the number of antennas at Bob and Eve are NT and NE,
respectively, are greater than 1.

The channel matrices at time k on Alice-Bob and Alice-Eve channel are Hk and Gk

respectively. The elements of Hk and Gk are assumed to be i.i.d. and independent of
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Figure 34: AE communication scheme for PLS.

each other and unchanged over a block of a large number of symbols. The received signals
at Bob and Eve are presented as

yk = Hkxk + nb = Hksk +Hkwk + nb, (33)

zk = Gksk +G†
kwk + ne. (34)

Conventional method [127, 143] assumes Hk is perfectly known at the Tx so the FJ signal
wk is chosen as H†

kwk = 0 then wk = Zkvk. The elements of vk are chosen to be i.i.d.
complex Gaussian random variables with variance σ2

v which makes the elements of wk are
Gaussian distributed and Zk is one of orthonormal matrix of the null space of Hk.

To evaluate secrecy capacity, from (33) the covariance of noise at Eve is calculated as

K = (GkZkZ
†
kGk)σ

2
v + Iσ2

e . (35)
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Then the secrecy capacity Cs is presented as

Cs =̇ I(A,B)− I(A,E)

= log(1 + SNRB)− log(1 + SNRE)

= log
(
det(I+HkQsH

†
k

)
− log

(
det(K+GkQsG

†
k)

det(K)

)
), (36)

where Qs = E[sks
†
k]. Since Alice-Eve’s channel is not available, only the first term in (36)

is maximized by SVD-based method, where Hk is decomposed as

Hk = UkΓkV
†
k.

After pre-coding rk = V†
ksk, the received signal yk is multiplied with U†

k. Then, the
equivalent channel of (33) becomes

ỹk = Γ†
krk + ñb,

where ỹk = U†
kyk then the transmitter chooses Qr as

Qr = E[rkr
†
k] = diag(σ2

r,1, σ
2
r,2, ..., σ

2
r,NT

)

where σ2
r,i is founded by the water filling solution with power constraint Pinfo ≤ P corre-

sponding to the largest singular values of Hk. Then, the secrecy capacity Cs is given as

Cs = log
(
det(I+ ΓkQrΓ

†
k)
)
− log

(
det(K+ F)

det(K)

)
, (37)

where F = GkVkQrV
†
kG

†
k. Since Cs is a random variable, the average secrecy capacity

Casc will be used. The objective function is

Casc =̇ max
E[xkx

†
k]≤P

E[log
(
det(I+ ΓkQrΓ

†
k)
)
− log

(
det(K+ F)

det(K)

)
], (38)

where the power constraint E[xkx
†
k] ≤ P can be rewritten as trace(VkQrV

†
k+NFJσ

2
v) ≤ P ,

and NFJ denotes the number of dimensions used for FJ transmitting. From equation (35),
it can be seen that to guarantee det(GkZkZ

†
kGk)σ

2
v ̸= 0, the transmitter must use at

least NE antennas for FJ signals while the remaining ones can be used for transmitting
information signals.
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Autoencoder-based MIMO Communications Scheme

To model the complex signals by NN networks, the complex parameter need to be
re-parameterized to real-valued ones as follows:

x̂k =
[
Re(xk), Im(xk)

]
, ŷk =

[
Re(yk)

Im(yk)

]
n̂b=

[
Re(nb)

Im(nb)

]
, Ĥk =

[
Re(Hk) −Im(Hk)

Im(Hk) Re(Hk)

]
, (39)

where x̂ ∈ R2NT , ŷ ∈ R2NR and Ĥ ∈ R2NR×2NT are the transmitted received vectors, and
the channel matrix respectively with the real elements. The relationship between input
and out put in (33) becomes [144]:

ŷk = Ĥ†
kx̂k + n̂b. (40)

Autoencoder based MIMO communication

The conventional MIMO and AE-based MIMO communication models are presented
in Figure 34a as the MIMO channel Hk in Figure 34b, respectively. The flat Rayleigh
fading as the channel distribution is used in our implementation. At time k, the message
mk ∈ M = {1, 2, . . . ,M} is encoded into the transmitted vector sk. The power con-
straint is guaranteed by the normalization layer. The receiver blocks at Bob are based on
the model in [134] with the last layer using the softmax function. This function gives a
probability distribution 1̂m ∈ (0, 1)card(M) over all of messages (card denotes cardinality),
which is fed into the cross-entropy loss function. Then the maximum likelihood is used to
estimate the sent signal [145] by using the cross-entropy loss function to optimize signals
reconstruction error [146]. Hence, the index of the element of 1̂m with the highest proba-
bility will be the decoded symbol. In other words, the learning process is an optimization
process in which the reconstruction error of the inputs is minimized.

MINE for Secrecy Evaluation

The concept of MINE is proposed in [137] that use to estimate the MI between two
random variable X and Y without their knowledge of distribution functions. The MI
between X and Y is denoted as

I(X, Y ) = DKL(P (X, Y ) ∥ P (X)⊗ P (Y )), (41)

where DKL(P (X, Y ) is Kullback-Leibler divergence between the joint probability P (X, Y )

and the product of the marginal probability P (X) ⊗ P (Y ). In [137], Donsker-Varadhan
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Figure 35: MI estimator.

representation was applied to represent the KL divergence as follows:

DKL(P ∥ Q) = sup
f :Ω→R

EP [T ]− log(EQ[e
T ]), (42)

where the supremum is taken over all classes of the function f such that the expectation
is finite. By choosing the function class, the term on the right hand side of (42) yields
an optimal lower bound on the KL-divergence. In MINE, a deep neural network, called
statistics network, is chosen as the function class, called Tθ : X×Y → R with parameters
θ ∈ Θ. We then have the following lower bound on KL-divergence:

DKL(P ∥ Q) ≥ sup
T∈F

EP [T ]− log(EQ[e
T ]). (43)

Since the inequality I(X, Y ) ≥ IΘ(X, Y ) [137], where IΘ(X, Y ) denotes the mutual infor-
mation measure defined as

IΘ(X, Y ) = sup
θ∈Θ

EPXY
[T ]− log(EPX⊗PY

[eT ]), (44)

the estimated mutual information between X,and Y is gained by maximizing IΘ(X, Y )

in (44). The MI neural estimator Tθ includes two fully connected hidden layers, and a
linear output node as illustrated on Figure 35, where the inputs are the samples from the
joint distribution of P (Xn, Yn) or P (Xn, Zn), and marginal distributions P (X), P (Y ) or
P (Z), respectively, then taking the samples of these distributions and approximate the
expectations by the sample average. The marginal distribution of the input can be derived
by shuffling the joint distribution along with the batch axis [137]. Hence, the estimated
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MI for N samples is given as follows [138]:

IΘ(Xn, Yn) =
1

N

N∑
i=1

[Tθ1(x
n
i ,y

n
i )]− log

1

N

N∑
i=1

[eTθ1
(xn

i ,ȳ
n
i )]. (45)

Similarly, the MI between Alice and Eve or the leakage information to Eve is estimated as

IΘ(Xn, Zn) =
1

N

N∑
i=1

[Tθ2(x
n
i , z

n
i )]− log

1

N

N∑
i=1

[eTθ2
(xn

i ,z̄
n
i )]. (46)

Then the secrecy rate is then given by

CMINE
s = IΘ(Xn, Yn)− IΘ(Xn, Zn). (47)

Proposed Learning Based Friendly Jamming

Proposed Autoencoder based MIMO FJ Security Scheme

The objective of PLS is to guarantee that no information leakage to Eve while Bob
can recover the message without errors [147]. For that purpose, we leverage the AE-based
communications scheme presented in Figure 34 for the goal that is learning to guarantee
secrecy. The proposed AE-based FJ communication and security scheme is illustrated
in Figure 36. The FJ signal is injected into the information signal via the FJ generator
layer, making the final transmitted signals xk.

The principle of security by FJ discussed in Section (1) is using a precoding technique
to make the FJ signal orthogonal with the perfectly-known channel Hk. However, since
the channel coefficient is not perfectly known, we replace the precoding with the training
process. More specifically, the encoder and decoder learn to cancel out FJ injected in
the Tx signals. Once Alice and Bob have learned to maximize the likelihood between
the input and output symbols, it will maximize secrecy capacity and minimize BLER.
Note that the parameters in the hyper-parameters in channel/fading layers of Alice-Bob
and Alice-Eve are set up to be i.i.d., respectively. By doing that, Alice and Bob learn to
cancel out the injected FJ signals while Eve tries to decode the message simultaneously.
Next, we will consider secrecy rate optimization and the security loss function to secure
the communication.

AE-based Secrecy Capacity Optimization

A straightforward approach to optimize the secrecy capacity is computed via the
difference of mutual information between Bob’s and Eve’s channel, as given in (38). Once
the channel Hk is perfectly known, the optimum average secrecy rate achieved based
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Figure 36: Autoencoder based Friendly jamming with an example of error decoding at
Eve.

on maximizing channel capacity or I(A,B) on the main channel and the pre-coded FJ
signals wk ∈ null(Hk), which will degrade Eve’s channel with the highest probability. On
the other hand, since the channel coefficients are not perfectly known, the perfect null
space of the channel is not available. So, it is impossible to find the optimum FJ signals
that are canceled out completely on Bob’s channel but only affect Eve’s channel. In the
AEFJ network, I(A,B) can be maximized by minimizing the cross-entropy HAB. When
the true distribution p(X/Y ) is unknown, the encoding of X can be based on another
distribution Y as a model that approximates P , which is represented by cross-entropy
H(X, Y ). Further, the relationship between MI and cross-entropy can be represented via
the KL divergence or relative entropy, which is the difference between the cross-entropy
H(X, Y ) and the entropy H(X), given as

KL(X||Y ) = H(X, Y )−H(X) = −
∑
i

xi log yi − (−
∑
i

xi log xi)

=
∑
i

xi(log xi − log yi) =
∑
i

xi log

(
xi

yi

)
≥ 0 (48)
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The KL divergence represents a measure of the error of using Y to approximate X,
in terms of the amount of information lost, due to the lack of channel information. In
order to obtain the best model Y that optimally approximates X, we need to minimize
KL(X||Y ). Further, the mutual information mentioned above can be expressed as the
following KL divergence:

I(X, Y ) =
∑
i

∑
j

P (xi, yj) log
P (xi, yj)

P (xi)P (yj)
(49)

In [148], the mutual information I(X, Y ) can be rewritten as follow:

I(X, Y ) = E(X,Y ) log

(
P (y ∥ x)
P (y)

)
(50)

where E(X,Y )∼P (X,Y ), and the variation bound [149] of I(X, Y ) via a variational distribu-
tion Q is presented as

I(X, Y ) = E(X,Y ) log(
P (y ∥ x)
P (y)

) ≥ E(X,Y ) log

(
Q(X, Y )

P (X)P (Y )

)
. (51)

That inequality holds since KL divergence maintains non-negativity. That lower bound is
tight when Q(X, Y ) converges to P (X, Y ). The authors in [150] reparameterise and define
Q(X, Y ) in terms of an unconstrained function g(ϕ). The authors in [151] prove that the
infimum of the expected cross-entropy loss along with softmax function is equivalent to
the mutual information between input and output variables up to constant log(M) under
uniform label distribution. We leverage that idea to maximize the lower bound of mutual
information on the main channel model by using cross-entropy with the softmax function
with the assumption that the inputs and corresponding labels have the same uniform
distribution.

From that, the secrecy optimization can be transformed to the cross-entropy opti-
mization between the transmitted and received signals. To do that, we construct a new
cross-entropy loss function to optimize the MIMO autoencoder channel’s parameter.

Security Loss Function

The idea of security loss functions is first used in [133]. In our work, cross-entropy
loss function, as follow

L = (1− α)H(pA(sk), pB(sk)) + αH(pA(wk), pB(wk)) (52)

where pA(sk) and pB(sk) is the probability mass function of the information signals, and
pA(wk) and pB(wk) are the resulting probability mass functions of the FJ signals at Alice
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Algorithm 5 MINE based Friendly Jamming Algorithm
1: At time k: Generate wk which is orthogonal to sk
2: Alice transmits xk = sk +wk

3: Bob receives yk

4: for i=1 to iteration do
5: Maximize the ith MIABi, see Section (1)
6: Save the estimated MIABi

7: Load the MIABi as the loss to optimize the encoder weights by performing gradient
descent steps

8: i = i+ 1
9: If MIABi+1

is not higher than MIABi
:

10: end
11: end for

and Bob respectively. H(.) denotes cross-entropy, and α is a parameter that controls the
trade-off between security and the communication rate.

For that, minimizing H(pA(sk), pB(sk)) or maximizing the output probability of
symbol sik will decrease the output probability of all other symbols at Bob. In contrast,
maximizing H(pA(sk), pE(sk)) forces the system to reduce the output probability of the
symbol sik and therefore randomly forces a higher probability on other symbols si ̸=j.
Hence, we can gain optimal secrecy capacity by neural optimization. More specifically,
after the training process, the secrecy capacity is evaluated by both equations below. As
discussed above, the AE classification task with softmax and cross-entropy loss function
is equivalent to the maximum mutual information between the input and output. Hence,
minimizing the loss function (52) will minimize the effect of FJ on Bob and maximize
I(A,B). By contrast, the eavesdropper’s channel will be degraded with a high probability
since Eve does not have the information about the FJ signals.

MINE-based FJ

Motivated by the work in [137], we leverage MINE for the two objectives: estimate
secrecy capacity and maximize it by optimizing the encoder at Alice when CSI is not avail-
able at Alice in terms of channel distribution and samples. To deal with the problem, we
leverage MINE to maximize the mutual information between Alice and Bob (MIAB) while
minimizing the mutual information between Alice and Eve (MIAE) with the assumption
that the number of the antenna at Alice is larger than that of Bob and Eve. The security
framework is demonstrated as in Algorithm 5. At the time k, we assume that Eve has
full knowledge of the CSI and the distance between Eve and Bob satisfy the assumption
of Hk and Gk are ii.d. By doing that, we leverage MINE to optimize channel capacity
and secrecy capacity simultaneously.

The structures of the encoder and MI estimator, IΘ network, remain unchanged as

93 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

Figure 37: MI based FJ

described in Sub section (1). Regarding security purposes, MINE-based FJ network will
be the combination of the MI estimator and encoder with the injected FJ signal. The
main advantage of that is the learning works with the channel density distribution and
rather estimates a function of the channel. Our security model is presented in Figure 37.
To achieve the security requirement and reliable transmission, we use a new security loss
function based on MI with the control coefficient β as follows:

LMINE = βIΘ(Xn, Yn) + (1− β)IΘ(Xn, Zn), (53)

From the equation (47) the loss function can be presented as

LMINE =
β

N

N∑
i=1

[Tθ(x
n
i ,y

n
i )]− β log

1

N

N∑
i=1

[eTθ(x
n
i ,ȳ

n
i )]

− (1− β)

N

N∑
i=1

[Tθ(x
n
i , z̄

n
i )] + (1− β) log

1

N

N∑
i=1

[eTθ(x
n
i ,z̄

n
i )] (54)

where the coefficient β represents the trade-off between the communication rate and se-
crecy rate.

As mentioned above, to avoid approximating the channel probability distribution
itself, the mutual information between the samples of the channel input and output and
optimize the encoder weights will be estimated by maximizing the MI between them, see
Figure 38.
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Figure 38: Optimization at the encoder

Implementation

In this part, we will examine the secrecy capacity in the practical scenarios of ImCSI
as follows:

• Unknown static CSI, Hk, with the block channel fading assumption.

• Channel information error with ∆Hk is modeled through independent identical
distributed complex Gaussian distribution with zero mean and scaled identity co-
variance matrix

In this scenario, the channel coefficients of both Bob’s and Eve’s channels are unknown
and remain constant for a coherence interval of transmit symbol periods. The conversion
in (39) is used for the case of the received signals zk and the channel matrix Gk at Eve.
Similar to conventional FJ method, the transmitted signals x̂k = ŝk + ŵk, where ŵk, and
ŝk are FJ and information-bearing signals individually. From (40), the received signals
received at Bob and Eve respectively, are

ŷk = Ĥ†
ksk + Ĥ†

kŵk + n̂b,

ẑk = Ĝ†
ksk + Ĝ†

kŵk + n̂e. (55)

To satisfy the following power constraint of the transmitted signal x̂k:

E[x̂†
kx̂k] = E[ŝ†kŝk] + E[ŵ†

kŵk] ≤ P,

the normalization layer is designed right before the channel/fading layer. The main layers
that represent the proposed security communication model as
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- Input Layer/Encoder : encode a message mk to s̃k

- FJ layer : generate wk orthogonal to s̃k

- Power constraints/norm: Normalization of average power

- Channel Layers : generate a random complex channel Hk

- Lamda Layer : Matrix multiplication xk with Hk

- Hidden Layers : Simulate the Alice-Bob channel that estimate the mapping function:
Q(xk, H̃k)

- Power constraints/norm: Normalization of average power

- Loss Function: the Equation (52)

- Optimizer : Adam optimizer

Next, we consider that the estimated channel state information at the transmitter
side can not be perfect in general because channel feedback is not error-free. For purposes
of our analysis, we denote Hk to be the ImCSI at Tx and the mathematical expression is
given by

H̃k=Hk +∆Hk, (56)

where ∆Hk is an i.i.d. complex Gaussian distribution with zero mean and scaled iden-
tity covariance matrix given as ∆Hk ∼ CN(0, ρ2eINR

), and ρ2e = NT

NPEP
with Np and Ep

representing the number and the power of training symbols respectively.
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Figure 39: Learning based FJ with statistical CSI

Unlike the optimization in Equation (38) based on the SVD of the channel, we
assume that only statistical information of the channel and CSI errors is available at
Alice as seen in Figure 39. Compared to the random static channel and perfect CSI cases,
two factors contribute to the decrease of secrecy capacity as the information-bearing signal
will leak to Eve’s channel, and the friendly jamming signals will interfere Bob’s.

The impacts of the ImCSI on secrecy capacities in the traditional method can be
seen in the equation (36) where the error is taken into account as

Cs =̇ max
E[xkx

†
k]≤P

log
(
det(I+ (Hk +∆Hk)Qs(Hk +∆Hk)

†)
− log

(
det(K+GkQsG

†
k)

det(K)

)
. (57)

The optimization in (57) can be resolved by partitioning the SVD of Hk and second-
order perturbation analysis [130]. However, the solution requires exponential complexity
when the number of antennas increases. Thus, we leverage the non-convex optimization
capability provided by NNs then directly solve the problem with sufficient training data.
The architectures of our NN will be as
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Figure 40: FJ generator scheme

- Input Layer : Concatenation of xk and H̃k which have been converted to real domain
from complex domain

- Power constraints/norm: Normalization of average power

- Channel Layers : generate a imperfect complex channel H̃k

- Lamda Layer : Matrix multiplication xk with H̃k

- Hidden Layers : Simulate the Alice-Bob channel for estimating the mapping func-
tion: Q(xk, H̃k)

- Output Layer : x̂k, and the activation function is soft-max for a reconstruction
problem

- Optimizer : Adam optimizer

- Loss Function: the Equation (52)

By considering the CSI error as an input for training, our network will be trained to
maximize secrecy capacity and reconstruct the signals as well.

FJ is automatically generated by the FJ generator layer, which is shown in Figure 40.
As proposed above, the FJ signal ŵk is orthogonal with the information bearing signals
ŝk that ŝk = q̂kûk, and ŵk = v̂kd̂k, where ûk denotes the information signals. The
parameter q̂k and v̂k are the non-trainable weight and bias in the layer and orthogonal
with each other. The elements of d̂k is chosen as i.i.d. Gaussian random variable.

Experiments and Discussion

We use the state-of-the-art deep learning library Tensor Flow with Adam optimizer
as tools for the training process. To yield the BLER and average secrecy capacity Cs, we
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use Monte-Carlo simulation with the flat Rayleigh fading channel [152, 153] by including
a fading layer right before the normalization layer. The components of Hk and Gk are hi,j

and gi,j, respectively, and are assumed to be i.i.d. Gaussian with E(|h|2i,j) = E(|g|2i,j) = 1.
Further, we assume that the power constraint P has been normalized by the power of
adaptive white noise variables nb and ne. For this simulation, SNR of 7 dB is set up
during the training phase. For the analysis purpose, Eve is assumed to have the same
neural architecture decoder as Bob, in the Figure 36. The input and output layer has 16
neurons, which represent a symbol of 4 bits. The channel layer includes NT neurons width
representing the number of transmit antenna. The AE at Alice-Bob channel inducing FJ
and NN at Eve are trained at the same time as a one-input-two-output NN network with
the security loss function (52).

MIMO-AEFJ with Perfect CSI

We first implement the AE-based FJ model in case of perfect CSI. The aim of this
task is to make a comparison of our method, based on neural network (NN) training, with
the baseline work, based on exhaustive search in [127]. Regarding AE architecture, the
channel matrix is used as an extra input parameter at the encoder and decoder in the
AEFJ model.

Figure 41 compares the secrecy rates in AEFJ and that in the work [127], which
uses exhaustive search, presented in equation (38). The competitive results in both cases
of the number of transmit antennas increase from NT = 10 to NT = 20. Though the curve
of the former is approximately that of the latter, it can be explained that the exhaustive
search is considered as the most resource-consuming solution.

MIMO-AEFJ with ImCSI

In this experiment, our target is to make a comparison of the average secrecy rate
achieved in our method with the one proposed in [130] when full CSI is not available
at Alice. In the previous work, authors use second-order statistics analysis (So) of
SVD of the imperfect channel to examine secrecy capacity. To do it, the channel er-
ror ∆Hk ∼ CN(0;σINR

) is included in the two model above, where σ = 0.1 represents the
perturbation level.

Firstly, we consider the case of unknown static CSI with the stochastic channel
model as seen in Figure 39. Secondly, the channel error is applied to examine the secrecy
capacity in this ImCSI scenario. Figure 42 compares the resulting average secrecy rate
with ImCSI in different SNR between AEFJ based and So based method [130]. It can
be seen that the average secrecy rate of the former is higher than that of the latter. We
remark that the secrecy rate increase linearly at low SNR but tends to be stable at high
normalized transmit power, from 10 to 25 dB. Moreover, the higher number of transmit
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antennas, the higher the secrecy rate at low SNR. The secrecy rate tends to be stable at
the SNR of about 15 to 25dB when the number of antennas increases.

Figure 43 compares the BLER for the proposed method between Bob and Eve. It
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is worth mentioning that the BLER of Eve’s decoder with the same NNs, in this case, is
much higher than that of Bob’s. Although the BLER of the proposed method is higher
than that of the ML method, BLER theory, using our method for MIMO detection, has
much lower complexity than ML algorithm.

MINE-FJ for Unknown CSI

Regarding MINE based security approach, the structure of our model is unchanged
with the MINE security function (54). Figure 44 demonstrates the secrecy rate with
two different values of β, given the number of transmit antennas NT = 3, each is with
400 iterations and the batch size of 20, 000. We observe that the higher the value of β,
the higher the secrecy rate. There is a trade-off between the communication rate and the
secrecy rate due to the influence of the FJ signal. Figure 45 shows BLER at Bob and Eve,
before and after a secure communication by AEFJ, for some SNR values. We observed a
significant increase in BLER of Eve by using AEFJ compared to the one without AEFJ.
Meanwhile, Bob’s BLER change before and after applying AEFJ is negligible. This means
the proposed method shows high performance against the physical-layer security thread
by eavesdropping.

The resulting secrecy rate curves in different SNR levels can be seen in Figure 47
by using the security model in Figure 37. It can be seen that the gaps of secrecy capacity
in the low levels are bigger than those in high levels of SNR. The relationship between

101 / 125



ICT Virtual Organization of ASEAN Institutes and NICT
(ASEAN IVO)

TABLE OF CONTENTS

I. Project report 3
i) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

(1) Deep Transfer Learning: A Novel Collaborative Learning Model for
Cyberattack Detection Systems in IoT Networks . . . . . . . . . . . 3

(2) An Effective Framework of Private Ethereum Blockchain Networks
for Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

(3) Collaborative Learning for Cyberattack Detection in Blockchain
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

II. Project Activities 5
i) Deep Transfer Learning: A Novel Collaborative Learning Model for Cyber-

attack Detection Systems in IoT Networks . . . . . . . . . . . . . . . . . . 5
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
(2) Proposed Federated Transfer Learning Framework for Cyberattack

Detection in IoT Networks . . . . . . . . . . . . . . . . . . . . . . . 9
(3) Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 16
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

ii) An Effective Framework of Private Ethereum Blockchain Networks for
Smart Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
(2) Proposed private Ethereum network for smart grid . . . . . . . . . 26
(3) Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
(4) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

iii) Collaborative Learning for Cyberattack Detection in Blockchain Networks . 34
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
(2) Blockchain Network: Fundamentals and Proposed Network Model . 38
(3) Proposed collaborative learning model for intrusion detection in

blockchain network . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
(4) Experiment Setup, Dataset Collection and Evaluation Method . . . 46
(5) Experimental Results and Performance Evaluation . . . . . . . . . 52
(6) Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv) Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
(1) Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

(1).1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . 60
(1).2 Overview of Proposed Approach . . . . . . . . . . . . . . . 61

(2) Background on Friendly Jamming . . . . . . . . . . . . . . . . . . . 63

1 / 96

4 6 8 10 12 14 16 18 20 22 24

P(dB)

0

0.5

1

1.5

2

2.5

3

3.5

4

A
v
e

ra
g

e
 S

e
c
re

c
y
 C

a
p

a
c
it
y
 (

N
a

ts
/s

y
m

b
o

l)

 = 0.5

 = 0.7

Figure 44: Average secrecy capacity with different values of β.

secrecy rate and the number of transmit antennas can be seen in Figure 46. The figures
show that the values of secrecy rate increase linearly with the number of antennas NT

but tend to be stable although NT raises from 10 to 25. Figure 47 demonstrates the
variant of average secrecy rate with a total transmit power and number of iteration to be
convergent for the MINE-based FJ model. We observe that the average secrecy capacity
regularly increases with the low normalized transmit power, from 2 to 10 dB. The secrecy
capacity at higher power levels converges to a constant.As expected, MINE-based FJ
gains better secrecy performance than an end-to-end learning setup in AEFJ because the
encoder basically uses the expert information about which performance function (i.e., the
mutual information) it needs to optimize the encoding in order to perform well. This is in
contrast to the end-to-end learning approach, where the neural network system needs to
learn this information on its own. Furthermore, our method can be implemented without
changes at the receiver side and is therefore suitable for fast deployment. This means that
the secrecy performance will not increase along with the power allocation. Regarding the
relationship between the average secrecy rate and BLER of the receiver at Bob, Figure 49
shows a decrease in the average secrecy rate when BLER increases. The decoding errors
at Bob decrease along with the secrecy rate and vice versa.

Complexity

In this subsection, we will compare the computational complexity in terms of the
number of floating-point operations (FLOPs) between the proposed method and conven-
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Figure 46: Secrecy rate versus number of transmit antenna.

tional one. We only count the complexity in the deployment stage since the training stage
can be seen as an offline step. The number of FLOPs of a dense layer is referred to the
work in [154] which is equal to (2NInput− 1)NOutput, where NInput and NOutput denote the
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input and output dimensions, respectively. For example, when NT = 20 and the transmit
symbol is encoded into a one-hot vector and considering the architecture of our model in
Table 25, the FLOPs is 6.144.
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Table 25: Main Parameter details of AEFJ Model.

Name of Layers Input, Output
Dimension

FLOPs

Input Layer 16,64 2048
Dense Layer 2 64,8 1024
Dense Layer 3 8,64 1024
Output layer 64,16 2048

For conventional methods based on exhausting search and So mentioned above, the
asymptotic computational complexity is in the order of O(NT )

3 as they include the singu-
lar value decomposition and matrix inversion even taking the coefficient in the complexity
order to be 1.

Discussions

The idea of learning a well-known MIMO scheme for securing MIMO encoding across
a range of different assumptions on CSI information, time-slots, antenna counts, and
information densities is really quite appealing. In our results, we have shown that the
proposed method is competitive with the conventional method in the case of ImCSI,
with perfect CSI. Such a system can be readily partitioned into a real-world distributed
communications system to guarantee secrecy efficiently.
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This work considers the problems of secret MIMO communications in terms of Im-
CSI. It can be seen that the conventional works which based on partial CSI and statistical
analyst, then based on an iterative method to optimize power allocation for information
and FJ signals. In contrast, our proposed method is based on the learning process to
build a pre-train model. Basically, that learning process is the NNs based optimization
process with the loss function is designed for maximizing secrecy capacity. That trained
model shows robustness in channel errors better than the previous work.

The simulation results presented above in various ImCSI scenarios in case of channel
estimation error and without channel estimation. In the former situation, our proposed
method is compared with the work in [127]. Other key considerations and challenges
related to learning accuracy need to be examined. For the training process, we still
base on a known stochastic channel model to learn the features of wireless channels.
The more channel models are used for offline training, the higher performance can be
achieved in the testing/running step. In other words, if the method can be used in real-
world implementation, the data of various channels will be necessary to improve system
performance. Moreover, the FJ approach has to satisfy the condition that the number of
the antenna at the transmitter must be larger than that of eavesdropper (or concluded
eavesdroppers). From this work, we can see the relationship between the learning method
and system identification. MINE exemplifies the situation that from samples/observations
without channel assumption, we can construct a model for an unknown system.

Conclusion

In this work, we have presented a new deep learning-based friendly jamming ap-
proach to deal with the eavesdropping issues in wireless communication. In the AEFJ
scheme, where learning end-to-end is at both transmitter and receiver, we have shown that
communication secrecy and reliability can be achieved simultaneously compared to the
conventional model. In addition, we leverage the mutual information neural estimator to
optimize the security scheme. This modification shows comparable security performance
as compared to the AEFJ with the cross-entropy security loss function. Further, using
the mutual information neural estimator, we can optimize the secrecy rate independently
at the transmitter and the receiver, which is a shortage of the conventional AEFJ model.
This method is promising for applications that require fast deployment and lightweight
security, such as IoT networks.
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(2) Leveraged Resources and Participants

This project is composed of researchers from Vietnam National University Hanoi
(VNU), Nanyang Technological University (NTU) and University of Technology Sydney
(UTS), which are prestigious universities in Vietnam, Singapore and Australia respec-
tively.

The results of the project include a testbed, a website for Risk assessment in IIoT,
4 conference papers, and 5 journal articles.

NICT supported the main funding, for all equipment, organization of meetings and
workshops, research visit to NICT.

VNU supported almost main activities of the project such as offices for meetings and
testbed, salary for Do Hai Son (research assistant, master student), manpower for project
management (Prof. Nguyen Viet Ha, Prof. Nguyen Linh Trung), manpower project
implementation (Prof. Nguyen Viet Ha, Prof. Nguyen Linh Trung and Dr. Tran Thi
Thuy Quynh, Dr. Ta Duc Tuyen), manpower for organization of meetings and workshops
(staff of the Department of Science, Technology, and International Relations).

NTU supported research advice in security in general and in blockchain technology
in particular (Prof. Dusit Niyato).

UTS supported scholarships for PhD students (Bui Minh Tuan, Tran Viet Khoa),
manpower for project management (Prof. Eryk Dutkiewicz), manpower for project im-
plementation (Dr. Diep Nguyen and Dr. Dinh Thai Hoang, Prof. Eryk Dutkiewicz).

Research collaboration was held on regular basis with meetings between UTS and
VNU, especially for student supervision (Bui Minh Tuan, Tran Viet Khoa, Do Hai Son),
and sometimes with workshops for all sides.

Contributors to the project are presented in Table 26.

(3) Findings and Outcomes

The findings and outcomes of this project can be summarized as follows:

Research problem 1

• We provided a brief review of methodologies and existing standards used for
cyber risk assessment, primarily focusing on OT and recommendations for
improving cyber risk assessment for information technology (IT) and operation
technology (OT) systems in Industry 4.0 in Vietnam.

• We proposed a possible framework for Industrial IoT (IIoT) risk assessment in
Vietnam. The proposed framework considers IT, OT, and IIoT system. We
built an experiment that simulates an IIoT network and compare with several
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Table 26: Project Member Contributions.

Content Implementer Advisor

Task 1 Bui Minh Tuan Nguyen Linh Trung, Tran Thi Thuy Quynh,
Nguyen Viet Ha

Task 2 Tran Viet Khoa Nguyen Linh Trung, Tran Thi Thuy Quynh,
Nguyen Viet Ha

Task 3
Do Hai Son,
Tran Viet Khoa,
Bui Minh Tuan

Nguyen Linh Trung, Tran Thi Thuy Quynh,
Nguyen Viet Ha

Task 4 Bui Minh Tuan
Diep Nguyen, Nguyen Linh Trung,
Dinh Thai Hoang, Nguyen Viet Ha,
Eryk Dutkiewicz, Ta Duc Tuyen

Task 5 Do Hai Son

Nguyen Linh Trung, Dinh Thai Hoang,
Tran Thi Thuy Quynh, Nguyen Viet Ha,
Diep Nguyen, Eryk Dutkiewicz,
Dusit Niyato

Task 6 Tran Viet Khoa
Dinh Thai Hoang, Nguyen Linh Trung,
Diep Nguyen, Nguyen Viet Ha,
Eryk Dutkiewicz

Task 7 Do Hai Son,
Tran Viet Khoa

Nguyen Linh Trung, Dinh Thai Hoang,
Tran Thi Thuy Quynh, Nguyen Viet Ha,
Diep Nguyen, Eryk Dutkiewicz,
Dusit Niyato

existing frameworks. The results show that our method gives the same severity
level as OWASP.

Research problem 2

• We proposed a novel collaborative learning framework that can effectively de-
tect cyberattacks in decentralized IoT systems, by combining the strengths of
federated learning (FL) and transfer learning (TL).

• We proposed an effective transfer learning approach that can allow the deep
learning model from the rich-data network to transfer useful knowledge to the
low-data network even they have different features for cyberattack detection
in IoT networks.

• We performed extensive experiments on recent real-world datasets including
N-BaIoT, KDD, NSL-KDD, and UNSW to evaluate the performance of the
proposed collaborative learning framework.

Research problem 3

• We developed a practical Ethereum-based smart grid with essential hardware
in a home electrical system.
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• We proposed a smart contract for authentication in a securely multi-devices
system.

• We proposed a method to improve the efficiency of an Ethereum-based smart
grid setup in practical work with the support of numerical experiments.

Research problem 4

• We leveraged the generalization features of neural networks to develop a MIMO
friendly-jamming (FJ) scheme that is robust to imperfect channel state infor-
mation (CSI) due to issues such as time varying channels or the limited number
of pilots.

• We leveraged MINE-based FJ based on mutual information neural estimation
(MINE) to demonstrate that it is possible to achieve a security performance
comparable with the conventional FJ method without CSI.

• We also investigated the relationship between the MIMO secrecy optimization
and detection tasks. In other words, maximizing secrecy rate and minimizing
block/symbol error rate can be jointly optimized.

Research problem 5

• We set up experiments in our laboratory to build a private blockchain network
(BNaT) with the aims of not only obtaining real blockchain datasets, but also
testing our proposed learning model in a real-time manner.

• We built an effective tool named Blockchain Intrusion Detection (BC-ID) to
collect data in the blockchain network.

• We proposed a collaborative decentralized learning model to not only improve
the accuracy of identifying attacks, but also effectively deploy in decentralized
blockchain networks.

• We performed both intensive simulations and real-time experiments to evaluate
our proposed framework.

The findings and outcomes have been presented in 4 conference papers (Table 27)
and 5 journal articles (Table 28).

(4) Broader Impact

One of the results for Problem 1, in the form of a website for cyber risk assessment
may be used by Vietnamese organizations.

The theoretical results for Problems 2, 3 and 5 can be extended/applied to broader
scenarios, especially for dealing with more types of attacks.
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Table 27: Conference papers.

No Paper title Author names Affiliation Conference name date venue

1

Network Coding with
Multimedia Transmission:
A Software-Defined-Radio
based Implementation
[Problem 4]

TTT Quynh, TV Khoa,
LV Nguyen, NL Trung. VNU-UET

International Confer-
ence on Recent Ad-
vances in Signal Pro-
cessing, Telecommuni-
cations and Comput-
ing

March,
2019

Hanoi,
Vietnam

2

Collaborative Learning
Model for Cyberattack
Detection Systems in IoT
Industry 4.0 [Problem 2]

TV Khoa, YM Saputra,
DT Hoang, NL Trung,
DN Nguyen, NV Ha,
E Dutkiewicz

VNU-UET,
UTS

IEEE Wireless Com-
munications and Net-
working Conference

May,
2020

Seoul,
South
Korea

3
Autoencoder based
Friendly Jamming [Prob-
lem 4]

BM Tuan, TD Tuyen,
NL Trung, NV Ha VNU-UET

IEEE Wireless Com-
munications and Net-
working Conference

May,
2020

Seoul,
South
Korea

4

An effective framework
of private ethereum
blockchain networks for
smart grid [Problem 3]

DH Son, TTT Quynh,
TV Khoa, DT Hoang,
NL Trung, NV Ha,
D Niyato, DN Nguyen,
E Dutkiewicz

VNU-UET,
UTS, NTU

2021 International
Conference on Ad-
vanced Technologies
for Communications
(ATC) (Best student
paper award)

Oct,
2021

Ho Chi
Minh,
Vietnam

Table 28: Journal papers.

No Paper title Author Affiliation Journal Publisher
Volume,
Number,

Pages

1

A Survey on Consensus
Mechanisms and Mining
Strategy Management
in Blockchain Networks
[Problem 3]

W Wang, DT Hoang,
P Hu, Z Xiong,
D Niyato, P Wang,
Y Wen, D Kim

NTU, UTS IEEE Access IEEE

vol. 7,
pp. 22328-
22370,
2019

2

Deep transfer learning: A
novel collaborative learn-
ing model for cyberattack
detection systems in IoT
networks [Problem 2]

TV Khoa, DT Hoang,
NL Trung, CT Nguyen, TTT Quynh,
DN Nguyen, NV Ha,
E Dutkiewicz

VNU-UET,
UTS

IEEE Internet of
Things Journal IEEE Accepted,

2022

3

Collaborative Learning
for Cyberattack Detection
in Blockchain Networks
[Problem 5]

TV Khoa, DH Son,
DT Hoang, NL Trung,
TTT Quynh, DN Nguyen,
NV Ha, E Dutkiewicz

VNU-UET,
UTS

IEEE Transac-
tions on Systems,
Man, and Cyber-
netics: Systems

IEEE Submitted,
2022

4

A New Framework for Cy-
ber Risk Assessment for
Industry 4.0 and Recom-
mendations for Vietnam
[Problem 1]

BM Tuan, TV Khoa,
DH Son, NL Trung,
TTT Quynh, NN Hoa,
ND Tho, NV Ha

VNU-UET,
UTS

REV Journal on
Electronics and
Communications

REV Submitted,
2022

5

Learning-based Friendly
Jamming with Imperfect
CSI for Security in MIMO
Wiretap Channel [Prob-
lem 4]

BM Tuan, NL Trung,
DN Nguyen, M Krunz,
NV Ha, DT Hoang,
E Dutkiewicz

VNU-UET,
UTS

IEEE Transac-
tions on Commu-
nications

IEEE Submitted,
2022

The proposed BNaT dataset for Problem 5 can be used and extended for further
study and development of blockchain security.

The security solutions studied in this project is rather general and can be applied
to different applications (smart factory, smart agriculture, ...)
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(5) Future Developments

The built website can be used by academic institutes and industrial companies to
evaluate the risks of their systems. Based on that evaluations, we can build a dataset or
a map of the risk level and potential risks of them for future research.

In addition, the built BNaT dataset can be used for various studies on cyberattack
detection in blockchain networks in the future. Besides, we continue to research to find
out malicious actions in the blockchain application layer, build a dataset on that layer,
and find the method to solve that problem. In detail, the smart contract layer is known
as the application layer in the blockchain network, which has many vulnerabilities [155].
Hackers exploited these vulnerabilities to steal digital assets from the deployed smart
contracts. In the future, we will consider setting up a medium-scale Ethereum blockchain
network to capture the first cyberattack dataset in the application layer from the labo-
ratory environment. The following are types of attacks that we plan to execute on our
network:

1. Integer Overflow and Underflow: In the Ethereum blockchain network, the largest
number is 2256. An integer overflow will happen if any operator tries to handle a
number bigger than 2256. If the smart contract uses unsafe math operators, hackers
could use this weakness to generate a lot of invalid tokens. The same thing when
a zero value is subtracted by another value, the result will be 2256. In real-world,
the attackers had successfully got 1058 BEC tokens [156] exploiting a vulnerability
caused by integer overflowing. In 2018, 866 ETH vanished from the PoWH [157]
contract caused by integer underflow weakness.

2. Reentrancy: A reentrancy attack occurs when a function makes an external call to
another untrusted contract. A famous real-world Reentrancy attack is the DAO
attack [158] which caused a loss of $60 million.

3. Delegatecall to Untrusted Call: To reduce the development cost, many smart con-
tracts inherit functions from other deployed smart contracts, which are known as
called “Delegatecall”. However, if the main smart contract is secured but the dele-
gated smart contract has unsecured functions. Hackers can call the weakness func-
tion of delegated smart contracts from the main smart contract, and this weakness
will also affect the main smart contract. In fact, Parity Multisig Wallet (Second
Hack) is known as the famous attack caused by this vulnerability.

4. DoS With Block Gas Limit: The Ethereum blockchain limits the maximum gas
for a block by a parameter in the previous block header. For example, at the
time of writing this report, the block gas limit is around 30 million gas. That
means if a function in the smart contract requires more than the block gas limit,
it would be reverted by EVM and never be executed. Hence, if hackers found this
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vulnerability in a smart contract, they could send many transactions to disable
this smart contract. In 2016, the GovernMental Jackpot [159] smart contract was
disabled caused by the paying out function exceeded the block gas limit at around
5 million gas. Hence, 1100 ETH never be paid to the winner.

5. Function Default Visibility: Functions in Solidity have visibility specifiers which
dictate how functions are allowed to be called. Functions default to public allowing
users to call them externally. Incorrect use of visibility specifiers can lead to some
devastating vulnerabilities in smart contracts. Parity Multisig Wallet (First Hack)
is reported as the first attack.

Finally, we can use intelligent reflecting surfaces (IRS) to perform a number of
passive beamforming to enhance security performance of based on friendly jamming.
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3) Social Contribution

This project has contributed to the society in a number of ways:

• The website developed in Problem 1, in the form of a website for cyber risk as-
sessment, may be used by Vietnamese organizations [https://www.youtube.com/
watch?v=ckgckAUGO7Q].

• The results for Problem 3 were recognized in the scientific community in the form
of a “Best student paper award” at the 2021 International Conference on Advanced
Technologies for Communications.

• The results for Problem 5 were widely disseminated via our participation in the
2022 Vietnam AI Awards, with a security solution called “Collaborative learning for
cyberattack detection in blockchain network” [https://www.youtube.com/watch?
v=uW6Khv_aPLg].
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