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Project Title: Development of Security and Resilience for 6G Potential Cryptography Based on Quantum Key Distribution 
(QKD) and Quantum Error Correction (QECC): QuTech-6G

Background :

Targets:

The current telecommunication generation is 
towards 5G-Advanced and 6G
On June 7, 2024, the United Nations proclaimed 
2025 as the International Year of Quantum Science 
and Technology (IYQ).
Many future possible applications, which are not 
supported by the classical technology.

This project continues on the development of PATRIOT-
Net with focus on the emerging technology of 
quantum for 5G-Advanced and 6G
Patent and publications for prototyping real-field 
parameters in high reputed IEEE magazines or similar.

Conference: 3, 
Patent: 2
Journal: 3

https://quantum2025.org
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Roadmap of Quantum Technology for 6G

2019-
2020

2021-
2022

2023-
2025

2026-
2028

2028-
2030

ASEAN IVO Y1:
Coding and MCRBS

ASEAN IVO Y2:
MCRBS II and UAV over Cellular

ASEAN IVO Y3 (Expected):
MCRBS III (AI) and UAV with Autonomous System

ASEAN IVO Y4 (Expected):
MCRBS IV (AI+Quantum) and UAV with Autonomous System for logistics

ASEAN IVO Y5-Y6 (Expected):
MCRBS V (AI+Quantum) Becomes 6G

image: NEXTG Alliance, 2022.
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Roadmap of Quantum Technology for 6G

Å The work on quantum 
technology for 6G was 
started in 2022 with 
funding from Indonesia 
PKR.

Å Started from 2025, we 
expect larger funding 
with more significant 
results. 

Å The results are expected 
inline with the timeline 
of ITU standardization.
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New Capabilities and Use Scenario in 6G
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Evolution of 5G to 6G and Quantum Technology with Respect to RAN

Å 5G-Advanced has uniqueness on 
the artificial intelligence (AI)

Å 6G has uniqueness on the AI and 
Quantum cryptography.

Å Quantum Technology with 
respect to RAN:
ï Physical layer processing of the user 

data plane in the RAN (quantum 
Fourier transform and quantum 
linear solver)

ï Clustering for automatic anomaly 
detection in network design 
optimization (quantum K-means 
algorithm)

ï Prediction of the quality of user 
experience for video streaming 
based on device and network level 
metrics (quantum support vector 
machine)

ï Database search at the data 
ƳŀƴŀƎŜƳŜƴǘ ƭŀȅŜǊ όDǊƻǾŜǊΩǎ 
algorithm)
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The Important of Quantum Security
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The Important of Quantum Security
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The Proposed Quantum QKD Testing in Bandung: Expecting more collaboration
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The Proposed Quantum QKD Testing in Bandung: Expecting more collaboration

ÅQKD is still growing with 
many new ideas

ÅWe have categorized them 
into 8 groups

ÅWe can start from the 
simple one and practical 
one.

ÅCollaborations are 
required.

YΦ !ƴǿŀǊΣ άvǳŀƴǘǳƳ 9ǊǊƻǊ /ƻǊǊŜŎǘƛƻƴΣ vǳŀƴǘǳƳ 
Cryptography, and Quantum Machine Learning Towards IMT-
нлол όсDύέΣ L/t¢!a нлнпΣ .ŀƭƛΣ LƴŘƻƴŜǎƛŀΣ hŎǘΦ нлнп
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Types of Error in Quantum Computing and Communications
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The Proposed Quantum Error Correction Codes 
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The Challenges on Quantum Error Correction Codes 

Å Google Quantum AI demonstrated (in 2024) a 
quantum memory (with the help of QEC) can 
operates below the threshold.

Å The surface code is one of the most promising 
error correction codes for quantum computing, 
known to have a threshold around 1%. (It is said 
effective if the system experiences errors at a 
rate lower than 1%).

Å The QECC helps the quantum memory of logical 
qubits last 2.4 times longer than any physical 
qubit.

Å Distance d=5, 72 qubits, error suppression factor 

Å Distance d=7, 105 qubits, 

ÅChallenge: d=27, 1457 qubits, BER of 10-6.

Image: Google AI


