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IVO  Project Title: Development of Security and Resilience for 6G Potential Cryptography Based on Quantum Key Distribution
(QKD) and Quantum Error Correction (QECC): QuTech-6G

INTERNATIONAL YEAR OF

C ) Quantum Science
\3' and Technology

Background :

@ The current telecommunication generation is
towards 5G-Advanced and 6G

@ On June 7, 2024, the United Nations proclaimed
2025 as the International Year of Quantum Science
and Technology (1YQ). 100 years of quantum is just the beginning...

@ Many future possible applications, which are not https://quantum2025.0org
supported by the classical technology.

Targets:

@ This project continues on the development of PATRIOT-
Net with focus on the emerging technology of User 2 BS
quantum for 5G-Advanced and 6G “ o @)

@ Patent and publications for prototyping real-field .
parameters in high reputed IEEE magazines or similar.

@ Conference: 3,
@ Patent: 2
@ Journal: 3

1 Entanglement |
Source

User 2
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ASEAN IVO Y4 (Expected):
MCRBS IV (Al+Quantum) and UAV with Autonomous System for logistics

ASEAN IVO Y5-Y6 (Expected):
MCRBS V (Al+Quantum) Becomes 6G

ASEAN IVO Y3 (Expected):
MCRBS Il (Al) and UAV with Autonomous System

ASEAN VO Y2:
MCRBS Il and UAV over Cellular ‘2023'
. 2025 . Photon Source gj gj
ASEAN |VO Yl | 202 1— _/fh.: 4 Classical Channel "
Coding and MCRBS 20 2 2 & ADVANCED
. Photon Source 2
2019- = qu
—d -

% G adiec)

image: NEXTG Alliance, 2022.

2024.11.6 Phnom Penh, Cambodia ASEAN IVO Forum 2024



ASEAN

IVO

L2

Roadmap of Quantum Technology for 6G

11)

(PKR|KUANTUM)

Pusat Kolaborasi Riset
Teknologi Kuantum 2.0

(Research Collaboration Center for Quantum Technology 2.0)

2022 2023 2024 2025

BADAN RISET DAN INOVASI NASIONAL — INSTITUT TEKNOLOGI BANDUNG - TELKOM UNIVERSITY

PKR Year 1 PKR Year 2 PKR Year 3 PKR Year 4
gl
v Telkom ASEAN IVO Year 1
QECC 5 qubits QKD BB84 QKD E91 Lab Prototype
QECC 12 qubits QML High order
Quantum Machine modulation
Learning
2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

ITU-R - Study Group 5

Candidate RITISRIT WRC-21

and subsequent
@ approval by the
a Member States
50 5D 5D| 50 &D 5D 50 5D 5D 50 sD
W @ @ e 8 @ W oW 8 @&
#63
I.'UWM etiens Tiemsmeriesion ;.:
Recommendation ITU-R M. [Lb.c]
{rr20ux] ]
Recommendation on a new Framework M Sarss: Mobie, raciodetarmiriation, amateur end

of IMT towards 2030 and beyond

releted satelile services

Detailed specifications of the terresirial
radio interfaces of International Mobile
Telecommunications-2030 (IMT-2030)

&

= 4 Circular letter “IMT-2030"

Note 1: WP 5D #59 will additionally organize a workshop involving the Proponents and registered Independent Evaluation Groups (IEGs) to support the evaluation process
Note 2: While not expected to change, details may be adjusted if warranted. Content of deliverables to be defined by responsible WP 5D groups

Framework *

Evaluation and

Requirements and -
Specification A |
Consensus building * P * pprova

Evaluation criteria

PKR Year 5
ASEAN IVO Year 2

Experiment

&6 6 & 66—

2026

2027

PKR year 6
ASEAN IVO Year 3

Balloon/HAPS
Experiment

Qutdoor

The work on quantum
technology for 6G was
started in 2022 with
funding from Indonesia
PKR.

Started from 2025, we
expect larger funding
with more significant
results.

The results are expected
inline with the timeline
of ITU standardization.
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55 New Capabilities and Use Scenario in 6G

Capabilities of IMT-2030 ..pab!te<ofing,

e 03 'y
NOTE: The range of values given for capabilities are W 0 < o oﬂ”l‘
estimated targets for research and investigation of Q\\'\ ce“a" 0S of IM ’4&
IMT-2030. & %2 A 2 N
é‘b ¢,'a' Immersive (4 2> %
o? Q Communication (7] (é’
 6G has new and © %
enChan Ced Integrated Sensing t \ Integrated Al S
- d d
capabilities conmumication & A D s
IMT-2020
* 6G has 6 use A ——

cases, where the
new usecases are
(1) Integrated Al
and
communications,
(2) Ubiquitous
connectivity, and
(3) integrated
sensing and
communications. Image: ITU, WP5D

' o Y
Massive . . Hyper Reliable
Communication and Low-Latency ¢,
Communication é’
O &
o
Ubiquitous Q‘g‘?
Connectivity O
S
o

\
st"“%\d

C 3z
€d capabilities fof ™
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Z‘D Evolution of 5G to 6G and Quantum Technology with Respect to RAN

 5G-Advanced has uniqueness on

the artificial intelligence (Al) D %}
* 6G has uniqueness on the Al and - é !—
Quantum cryptography. 5G Eum
* Quantum Technology with "0

respect to RAN:
— Physical layer processing of the user {g?

data plane in the RAN (quantum 3
Fourier transform and quantum 5G_ADV ﬁ % 1
linear solver) g é‘.%

— Clustering for automatic anomaly 0"
detection in network design {'
optimization (quantum K-means @ ? @ et ~..:O
algorithm) /M / S

— Prediction of the quality of user 6G é‘ """"""""" |
experience for video streaming (S (®) é%
based on device and network level SN é‘?
metrics (quantum support vector
machine) Access Core Network

— Database search at the data
management layer (Grover’s
algorithm)
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Method n = 128 n =128 n = 1024 n = 1024 * For breaking the cryptography of RSA or related technique,

T
BF 1.8-10"s  0.58year 1.3-10"**s 4-10"*year the Grover’s algorithm requires only —4 / \/]T’ ~ 25
BC 6-107%s 1.9-10" " year 3.5-10%s 11.29 year

G 4-107%s 1.3-10%year 1.1-10%s 3.7-10° year

iterations. However, Shor’s Algorithm does better.

S 2-107°s 6.6-10"'"year 0.01s 3.4-10"!! year Publi
r 3 r 3
Name function pre- post-quantum R
ntum rity level

g;:aurﬂ?y security leve HELLO keys-------oooooe 2 (5514) __________ > (];111?)

level . ’ " "‘ ,':
Symmetric cryptography 1 L=t
AES-128 [1] block cipher | 128 64 (Grover) ST i e /
AES-256 [1] block cipher | 256 128 (Grover) v i i / i
Salsa20 [2] stream cipher | 256 128 (Grover) E 5 mod(14 ) = E >E| 9 mod )= @
GMAC [3] MAC 128 128 (no impact) A
Poly1305 [4] MAC 128 128 (no impact) 7 ,.:
SHA-256 [5] hash function | 256 128 (GI’OVE].") Encrypted Message ----- ‘Decrypted Message‘
SHA-3 [6] hash function | 256 128 (Grover)
Public-key cryptography 5-25 years 10 years 10-30 years > 20 years
RSA-3072 [7] encryption 128 broken (Shor)
RSA-3072 [7] signature 128 broken (Shor)
DH-3072 [§] key exchange | 128 broken (Shor)
DSA-3072 [9, 10] signature 128 broken (Shor)
256-bit ECDH [11, 12, 13] | key exchange | 128 broken (Shor)
256-bit ECDSA [14, 15] signature 128 broken (Shor)

Image: D. J. Bernstein, “Post-Quantum Cryptography”, 2021. Some devices are hard to update
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Migration time Shelf-life time

The number of years needed to properly The number of years the

and safely migrate the system to a information must be protected by
quantum-safe solution the cyber-system

2025 2030 2035

Threat timeline Danger zone
The number of years before the relevant

threat actors will be able to break the

quantum-vulnerable systems

Source: Michele Mosca, University of Waterloo, Canada'®
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™ (PKR|KUANTUM)
Pusat Kolaborasi Riset
Teknologi Kuantum 2.0
m (Research Collaboration Center for Quantum Technology 2.0)
BADAN RISET DAN INOVASI NASIONAL - INSTITUT TEKNOLOGI BANDUNG - TELKOM UNIVERSITY
LIPI -
~ ORA BRIN U Telkom
e " ST o University

“==pandung'Institute’ofiTechnology

JL. GANESHA NO. 10, LABTEK V, BANDUNG 40132, INDONESIA

Collaboration with ITB and BRIN
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The Proposed Quantum QKD Testing in Bandung: Expecting more collaboration

&2

QKD is still growing with
many new ideas

 We have categorized them
into 8 groups

* We can start from the
simple one and practical
one.

 Collaborations are
required.

K. Anwar, “Quantum Error Correction, Quantum
Cryptography, and Quantum Machine Learning Towards IMT-
2030 (6G)”, ICPTAM 2024, Bali, Indonesia, Oct. 2024

Table 2: Some QKD techniques for possible application in 6G.

QKD Principle Strength

BB&4 (Bennett and Brassard, 1984) [17] is based on quantum | High security; funda-
states of single photons using two sets of bases (rectilinear | mental basis for most
and diagonal) and relies on the no-cloning theorem. QKD systems

E91 (Ekert, 1991) [18] is based on quantum entanglement, | Strong security based on
where the security is guaranteed by the violation of Bell’s | entanglement and Bell's
inequality. theorem.

B92 (Bennett, 1992) [19] is a simplified version of BB84 by | Simpler  with  fewer
using only two non-orthogonal quantum states relying on | states, still highly se-
the inability of an eavesdropper to perfectly distinguish | cure.
between the two non-orthogonal states.

SARGO04 | (Scarani, Acin, Ribordy, and Gisin, 2004) [20] improves | Improved security over
security against photon-number-splitting (PNS) attacks | long  distances  and
on weak coherent states. against PNS attacks.

Decoy- | Decoy State Protocol (2004) [21] [22] detects and coun- | Enhanced security

State teract PNS attacks by randomly sending weaker states | against PNS with prac-
mixed with the actual key to prevents eavesdroppers from | tical implementations.
gaining full knowledge of the key from weak pulses.

CV- (Continuous Variable QKD, 2002) (23] encodes key in the | Efficient integration with

QKD continuous quadratures (amplitude and phase) of light | telecom systems, contin-
using homodyne or heterodyne detection techniques. uous variable encoding.

MDI- (Measurement Device-Independent QKD, 2012) [24] | Immunity to all

QKD eliminates vulnerabilities in the detectors by using an un- | detection-based at-
trusted third party who measures them but cannot gain | tacks, more practical for
information about the key. real-world.

Twin- Twin-Field QKD (2018) |25 is a recent breakthrough in | Extended transmission

Field QKD that significantly extends the transmission distance | distance, practical for
by combining the principles of phase-matching and MDI- | long-range QKD net-
QKD allowing longer distances. works.
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w Types of Error in Quantum Computing and Communications

x N

Explicitly, I is an identity operator, or merely a repeat gate,
which leaves the state |¢) intact, as shown below:

-G
_ (g) = a[0) + B[1). (20)

The operator Z is a phase-flip operator, which acts as:

ot 0
_ (_aﬂ) = o|0) - |1), 1)

while X is a bit-flip operator analogous to the classical NOT
gate, which yields:

-0 )

_ (ﬁ> = B|0) + af1). (22)

(0}

al0) + B|1) ——

al0) + B|1)

al0) + B|1) ——

al0) — B[1)

al0) + B|1) ——

——B10) + 1)

al0) + B|1) ——

——— —if|0) + ia|1)
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10°
r Bo 81 82 83 r
IbL) ’bL) r~1 ’bL) [? [E] .

o 1X] 1Z] ’ o
Quantum ] .‘E'; E I_Z'_'_I > ) =
b —1 Encoder % E LX_JI_I @I—I |bL) %

[[5,1,3]] g O X[ Z— o

a <] 3 102
X] Z g
S
reSo) =
(] ¢ E

@ 1S1) . ° = 107
M S2) 5
(1] : :
s oo &

Syndrome Extraction LUT Error Correction 10
-------- Theoretical uncoded 5-qubi
e Simulatod uncoded S-aubit
Fig. 3. The quantum circuit of the proposed perfect [[5, 1, 3]] quantum accumulate codes. e — - — - Theoretical coded 5-qubit, t=1
R —&— Simulated The proposed [[5,1,3]] quantum codes
10-5 H A A Ll H H Ll L
The Smallest Perfect Quantum Accumulate Codes 0 I
Quantum Pauli Error Probability (p)

Khoirul Anwar and Mujib Ramadhan
The University Center of Excellence for Advanced Intelligent Communications (AICOMS), ‘w) — alo) + 6‘ 1)
School of Electrical Engineering, Telkom University
J1. Telekomunikasi No. 1, Terusan Buah Batu, Bandung, 40257 INDONESIA
E-mail: {anwarkhoirul@, mujibramadhan@student. }telkomuniversity.ac.id

X[p) = al1) +5]0)

Abstract—Quantum has many unique characteristics for future Decoherence appears due to the interaction of qubits with
applications, e.g., secure communications using quantum key environments that blur the superposition states. The decoher-
distribution (QKD) in the sixth telecommunication generation  o,.0 jniroduces errors three types of Pauli errors. It suggests

(6G) 2030 based on the non-cloning principle and quantum . .
teleportation. However, quantum communications are still valner- t‘hal the. quantum statt?s _shou-ld be Fsufﬁ(:lex}tly isolated from

image: K. Anwar, invited paper in IEEE APCC 2021.

Z|y) = al0) - A1)

Y[y) = i(ell) = Bl0)
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* Google Quantum Al demonstrated (in 2024) a 3G i &b /< b d=7 o s
guantum memory (with the help of QEC) can Iils? g g)’

operates below the threshold. | N 0N 3 0 3
e The surface code is one of the most promisin 1 18 1 18 i
p g III n nnn n;i__l\fleasure

. - qubit
error correction codes for qguantum compl.Jtln g, o3 o Fod o Kol o Kol e S UG (o
known to have a threshold around 1%. (It is said e oAk
. . . 1
effective if the system experiences errors at a ;’5: ﬂ’
rate lower than 1%). $2- j ;1 Det,
* The QECC helps the quantum memory of logical ~ °71 [ =/ |jueas
. . . -4 3 T Ty
qubits last 2.4 times longer than any physical 10 o ronatiy
qU blt Quantum error correction below the surface code threshold
e Distance d=5, 72 qubits, error suppression factor Google Quantum AT and Collaborators
(Dated: August 27, 2024)
¢ DIStance d=7 ) 105 qu|tS ) Quantum error correction [1-4] provides a path to reach practical quantum computing by combin-

ing multiple physical qubits into a logical qubit, where the logical error rate is suppressed exponen-

° _ tially as more qubits are added. However, this exponential suppression only occurs if the physical

® Ch a I Ie nge : d - 27’ 1457 q u b Its’ B E R Of 10 6 ° error rate is below a critical threshold. In this work, we present two surface code memories operating
below this threshold: a distance-7 code and a distance-5 code integrated with a real-time decoder.

The logical error rate of our larger quantum memory is suppressed by a factor of A = 2.14 £+ 0.02
when increasing the code distance by two, culminating in a 101-qubit distance-7 code with 0.143% +
0.003% error per cycle of error correction. This logical memory is also beyond break-even, exceeding

Image: Google Al
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<7D Proposed WP

WP1: Coordination Dy . &
WP2: QKD Development
WP3: Quantum RAN Algorithm: QECC Surface 81 () &
Codes
WP4: Quantum RAN Algorithm: QECC Non- () Q@
Surface Codes >
WP5: Quantum RAN Algorithm: QML 3 0z 2
Demodulation
WP6: Lab Experiment for QKD, QECC, QML Al 1 A
WP7: Dissemination and Workshop

© K. Anwar, quantum Surface codes, 2022. ) : 5
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P Conclusions

Evaluate Gradients &
Update Parameters

® Quantum technology is emerging
technology that provide many
aspects, which are unavailable in
classical technology.
@ The proposed improvement is on: e B .
@ Upgrade to 6G with: Ll i iy
@® QKD and
@ Quantum Error Correction:
@ Surface codes
@ Non-Surface Codes
® Quantum Machine Learning
@® We need your contributions.

. A \

[ I

1 | Evaluate
Cost

Function

i
I
I

image: Walmsley, IC London
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