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4G TO 5G
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5G TO 6G









User Privacy – ISAC
Threat : Continuous sensing without consent 
Impact: Mass surveillance at infrastructure scale

Roaming Security – 5G to 4G or lower
Enforce consistent security policies (ciphering, keys, integrity)
Ensure slice-level policies survive roaming / fallback

OTHER 5G/6G PRIVACY & SECURITY CHALLENGES

CRITICAL: Uniform security policies across mixed 
generations of networks
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DEFENCE & RESILIENCE
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Telecom Cybersecurity 
Innovation Centre (TCIC)



Telecom Cybersecurity Innovation Centre (TCIC)



Funding Source:  Cybersecurity Agency of Singapore (CSA); through the Cybersecurity 
Research Programme Office (CRPO)

Duration : 1 Jan 2025 – 30 Jun 2026 (18 months for Phase 1)

Principal Investigator : A*STAR Institute for Infocomm Research (I2R)

Collaborator : ST Engineering.  Global technology, defence & engineering powerhouse 
headquartered in Singapore.  Specialise in Aerospace, Smart City Solutions, Defense, 
Digital Tech and Cybersecurity.

Key Feature : 5G Cybersecurity end-to-end, from R&D all the way to translation & 
commercialisation.

TELECOM CYBERSECURITY INNOVATION CENTRE (TCIC)

R&D  Commercialisation



Tagline :  Building Resilience and Trust in Singapore’s Telecom Infrastructure

Unlike other IT security vendor solutions which are enterprise IT centric, our Private 5G 
Cybersecurity Solution helps private 5G service operators & critical infrastructure owners 
who want to detect & mitigate cyber threats in real-time by leveraging AI-driven analytics 
on telecom infrastructure traffic & enhancing the resilience of their 5G networks.

Scope :
To design & develop the following technologies for Private 5G Networks :
- 5G Attack Platform
- 5G Security Integrated Platform

TCIC Project Objective

R&D  Commercialisation



Work Package 1 :  5G Cybersec R&D Development Environment
The underlying hardware + software infra for other work packages to build upon.
CD/CI environment to facilitate R&D, translation to commercialization.

Work Package 2 : 5G Attack Platform
- Platform to implement various attacks applicable to 5G networks
- Extensible for future attack implementation
- Commercialisation target : 5G Security Audit Platform

Work Package 3 : 5G Security Integrated Platform
- Network Threat Detection & Response (Signature + AI-based)
- Cybersecurity Monitoring, Orchestration & Configuration (Agentic AI)
- Commercialisation target : Cybersecurity solution for Private 5G SOC

TCIC Work Packages





Work Package 1 :  5G Cybersec R&D Development Environment
Infra is up and available for R&D work in WP 2 & 3.

Work Package 2 : 5G Attack Platform
- 2 attacks implemented, others in progress

Work Package 3 : 5G Security Integrated Platform
- Work in progress

STATUS



As a National Centre of Excellence in Telecom / Mobile Network Cybersecurity 
R&T in Singapore

VISION FOR TCIC



• To adapt TCIC solutions to public 5G networks

• To evolve TCIC solutions for future 6G / xG networks

MISSION FOR TCIC
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Conclusion





Key Opportunities
Hyper-connected future, faster speed, multiple devices, 
intelligent services

Key Risks
• AI Risks
• Security policy consistency across nodes, layers & networks
• User privacy leakage
• Emerging new attacks

FINAL TAKEAWAYS

Securing the Future of Communication
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